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1
Decision/action requested

It is requested to approve the conclusion presented for KI#4.
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3
Rationale

This contribution presents a preliminary conclusion for the KI#4 on Anomalous NF behaviour detection by NWDAF. 
It is stated in the potential requirements for KI#4 in [1]:

It should be possible for the network to detect anomalous NFs using the data collected from NFs. 

NOTE: 
By this requirement it is only assured that specific data can be collected by and/or reported to an analytics function. Which specific detection mechanism (e.g., AI/ML algorithm) is used is implementation specific and out of the scope in 3GPP.
Solutions #6 and #9 of [1] propose to use specific input parameters (data collected from NFs) to assist NWDAF in the detection of anomalous NF behaviour. 
4
Detailed proposal

************ START OF CHANGES ************

7.X
Conclusion on Key Issue #4 " Anomalous NF behaviour detection by NWDAF "

According to framework for data collection services specified in TS 23.288, NWDAF interacts with different entities, among other purposes, for data collection based on subscription to events provided by different Network Functions such as AMF, SMF, etc., and OAM. Thus, NWDAF can collect NF related data such as resource utilization, load information and additional data from different entities in the 5G system, to assist in the detection of anomalies.  

************ END OF CHANGES **********
