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1
Decision/action requested

It is requested to approve the conclusion presented for KI#2.
2
References

3
Rationale

The contribution presents a way forward to resolve the following EN in conclusion for KI#2:

Editor's Note: Whether additional IEs specific for authorization of server NWDAFs need to be included in the access token and access token request is ffs. Proposed candidates are: list of permitted server NWDAF(s), analytics id, list of permitted FL server for each analytics id, FL group ID, ML model ID.

The proposed solutions and the conclusion do not address the threat “Client NWDAF(MTLF)’s resource may be used up by being included into many unauthorized Federated Learning groups”, wherein a FL server may run the FL process at the clients for more time than it is authorized for, thereby making the services of FL clients unavailable for other authorized FL servers. 
Thus, it is proposed to use “Availability time requirement” as defined in TS 23.288 also in the context of FL client, wherein a FL client during registration can specify the maximum FL process execution time per Analytics ID, Interoperability Indicator. If a FL Server requests for more execution time that it is authorized for, the request can be rejected, both at the NRF during the access token request and at the FL client during the service request. 
4
Detailed proposal

************ START OF CHANGES ************

7.2
Conclusion on Key Issue #2 "Authorization of selection of participant NWDAF instances in the Federated Learning group"
It is recommended to use the following general principles for authorization of participant NWDAFs in a Federated Learning group:

-
   Initial registration of the NWDAFs involved in FL including Analytics Id and FL capability type (i.e. client, server).

-
Authorization of the server NWDAF to include a client NWDAF into a Federated Learning group is done by NRF using SBA OAuth 2.0 token-based authorization.
-
The NRF uses the interoperability indicator, specified in TS 23.288 [5] and provided by the client NWDAF during registration, for authorization of the server NWDAF. 
-
The NRF also uses availability time requirement per analytics ID indicated by the FL client during registration, for enabling authorization of the server NWDAF (FL server) to consume resources of the client NWDAF (FL client) only for the time specified.

-
Authorization of the client NWDAF is implicit, since it can join a Federated Learning group only when selected by the server NWDAF.
************ END OF CHANGES **************
