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1
Decision/action requested

It is proposed to approve the changes to the living document to TS 33.310 on ACM_SBA.
2
References

[1]
3GPP S3-232423: “Living document for ACM_SBA (Automated Certificate Management in SBA)”
3
Rationale

This document proposes to add the procedure and mechanisms recommended in the conclusion for KI#7 of TR 33.876 in [1], clause X.5. 
4
Detailed proposal

*** START OF FIRST CHANGES ***

X
Certificate Management for 5GC NFs

      Editor's Note: This clause does not consider infrastructure deployment specifics thus may not be applicable to some deployment scenarios (e.g., 5GC NFs deployed on Cloud Native platform). 
X.1
General

Editor's Note: This clause introduces the new chapter and the specific contents to be included in the next sub-clauses. The list of contents to be included in the normative text is not closed yet, so the current outline can be extended with new clauses. 
X.2
Certificate enrolment and renewal for 5GC NFs

Editor's Note: This clause describes the protocol and corresponding procedures for certificate enrolment and renewal for 5GC NFs.

X.2.1
CMP Profiling

Editor's Note: This clause describes the parametrization proposed for CMP protocol framework, and will include sub-clauses corresponding to General Requirements, profile for PKIMessage, profile for PKIHeader field, and profile for the PKIBody field.

X.2.2
CMP transport

Editor's Note: This clause describes the transport options for CMP.

X.3 
Set up of initial trust

Editor's Note: This clause describes the procedure and mechanisms recommended to set up the initial trust between NF and operator CA/RA to proceed with the certificate enrolment. 

X.4
Certificate lifecycle management 

Editor's Note: This clause describes several procedures dealing with the certificate’s lifecycle management.

X.4.1
Certificates revocation procedures

Editor's Note: This clause describes the recommended certification revocation schemas to be supported in 5GC, in principle CRLs, and potentially (to be evaluated) OCSP and OCSP stapling. Corresponding sub-clauses can be added if required. 

X.5
Validation of usage of X.509 certificate  


The 5G Core NFs in SBA may need to support multiple operator certificates for different purposes, such as TLS authentication, JSON signing and JSON encryption (e.g., for signing access tokens for service access authorization, signing CCA tokens, etc.). 
The following procedure shall be applied to indicate and validate the purpose of the X.509 certificates used in SBA, by using the Extended Key Usage (EKU) extension of the certificate as defined in IETF RFC 5280 [14] and IETF draft-ietf-lamps-nf-eku-00 [xx].
NOTE: RFC 5280 [14] specifies several extended key purpose identifiers (KeyPurposeIds) for X.509 certificates, but there are not extended key purpose identifiers explicitly assigned for JSON Web Signature (JWS) and JSON Web Encryption, used in 5GC. IETF draft-ietf-lamps-nf-eku-00 [xx] defines extended key purpose identifiers for JWS, JWE. This is work in progress in IETF at the time of writing, therefore the procedure of validation of usage of X.509 certificate is currently applicable only to TLS authentication. 
Figure X.5-1 illustrates the procedure with an example that depicts a successful validation of the certificate to be used for TLS mutual authentication.
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Figure X.5-1: Validation of usage of X.509 certificate
1. The CA shall be configured with policies intended to validate the purpose of the certificate at the certificate request message. 
2. The NFc sends a certificate request to the CA with the extended key purpose OID = id-kp-clientAuth, what indicates that the NFc is requesting a certificate intended to be used only for TLS client authentication purposes.

3. The CA shall validate the purpose of the certificate with predefined policies and shall add the purpose in the certificate (EKU extension). 

4)
The CA sends the certificate with purpose information in EKU extension field to the NFc. 

5)
The NFc initiates a TLS connection with NFp, which requires mutual authentication. 

6)
The NFp shall validate the TLS client authentication, including the purpose of the certificate and allows the TLS connection.
*** END OF FIRST CHANGES ***
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