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1
Decision/action requested

It is requested to approve the IETF reference updates and removal of the EN.
2
References

3
Rationale

The IETF draft RFC draft-reddy-lamps-jose-eku-00 has been updated and adopted by lamps working group in IETF. The new reference is: draft-ietf-lamps-nf-eku-00. 

The solution #10 of the TR 33.876 and the corresponding reference have been updated accordingly.  
The conclusion of KI#7 currently has an editor’s note:

Editor’s Note: Further conclusions are FFS.

Since there are not more solutions proposed to address the KI#7, and the actual text in the conclusion captures the dependency with the IETF draft RFC, it is proposed to remove the EN. 
4
Detailed proposal
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************ END OF 1st CHANGES********************
***************** START OF 2nd CHANGES*********

6.10
Solution #10: Solution to indicate and validate the purpose of the certificate
6.10.1
Introduction

This solution addresses the security requirements exposed in key issue #7 related to the association of multiple certificates which are used for different purposes within a single Network Function (NF) in the 5GC SBA context, namely:

· TLS client EE certificates 

· TLS server EE certificates 

· Certificates for signing the access tokens for service access authorization (for NRFs acting as OAuth 2.0 authorization servers)

· Certificates for encrypting HTTP application layer protection of messages between SEPPs

· Certificates for signing Client credentials assertion (CCA) tokens (for NF consumers)
NOTE:
Other purposes may be added for X.509 certificates in the context of 5GC SBA. 

The basic concept is to provide the purpose(s) of the certificate to be used in 5GC SBA in the CSR (Certificate Signing Request) to the Certification Authority (CA). The CA should validate the request and add the purpose(s) in the certificate, specifically in the Extended Key Usage (EKU) field. 

When the NF consumer (NFc) request a service to a NF producer (NFp), SCP or SEPP, and sends its certificate for authentication (mutual TLS authentication), or when the NFc sends a CCA token (in Nnf service request) that can be checked against the public key certificate (as indicated by NFc in “x5u” or “x5c” parameter in CCA) by the NFp among other situations, the receiver of the certificate should check whether the received purpose in the certificate matches the content of the service request. If it does not match, the receiver of the certificate should reject the request with a corresponding error code. 

6.10.2
Solution details

The first step of the procedure for the NF is to fetch a certificate that includes the purpose(s) of usage in the context of 5GC SBA (e.g., TLS authentication, CCA signing, etc.). The purpose(s) of the certificate should be added in Extended Key Usage (EKU) field of X.509 public key certificate by the CA server:

· If an automated enrolment protocol is used by the NF to fetch the certificate, the NF should indicate the purpose(s) of the certificate in the certificate request message to the CA. E.g., “ir” or “cr” messages in CMPv2. 

· The OAM fetches the certificate from the CA with indicated purpose and install it manually in the NF

Therefore, the solution proposes to use Extended Key Usage (EKU) extension of X.509 certificate to indicate the purpose of the certificate (e.g., TLS, JSON signing, etc.) according to RFC 5280 [19] and draft-ietf-lamps-nf-eku-00 [21]. 

The receiver of the certificate should validate the purpose indicated in the EKU extension of the certificate, with the actual purpose being used in the service request (e.g., TLS authentication, CCA signing, etc.).  

Figure 6.10.2-1 illustrates the procedure with an example that combines a successful validation of the certificate to be used for TLS mutual authentication (NFc à SCP), but it is rejected when used for CCA signing (NFc à NFp). 
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Figure 6.10.2-1: Validation of the purpose of the certificate

1)
The CA is configured with policies intended to validate the purpose of the certificate requests from NFs.

2)
The NFc sends a certificate request to the CA with PURPOSE = id-kp-clientAuth, what indicates that the NFc is requesting a certificate in principle intended to be used only for TLS client authentication purposes.

3)
The CA validates the purpose of the certificate with predefined policies and adds the purpose in the certificate (EKU extension). 

4)
The CA sends the certificate with purpose information in EKU extension field to the NFc. 

5)
The NFc initiates a TLS connection with SCP, which requires mutual authentication. 

6)
The SCP validates the TLS client authentication, including the purpose of the certificate and allows the TLS connection. 

7)
The NFc sends a service request to NFp via SCP with CCA token in 3gpp-Sbi-Client-Credentials custom header. Let’s assume that NFc misuses the single purpose TLS client certificate by signing the CCA token with the associated private key and including the associated public key certificate (chain) in “x5c” parameter, or, alternatively, adding X.509 URL in “x5u” parameter for this in the signed CCA token.

8)
The purpose of the certificate used to verify the signature of the CCA token does not include id-kp-jws, which indicates that the public key encoded in the certificate has not been certified to be used for validating the JWS signature, so the Nnf service request is rejected by the NFp. 

9)
The NFp sends the service response rejecting the request with 403 Forbidden response where the cause attribute is set to “CCA_VERIFICATION_FAILURE”, as described in clause 6.7.5 in 3GPP TS 29.500 [22].
6.10.3
Evaluation
The solution addresses the security threats and potential security requirements of KI#7 by proposing a procedure which allows to indicate and verify the purpose of the certificates in SBA.

The solution proposes the use of Extended Key Usage extension of X.509 certificate to indicate the purpose of the certificate being used in SBA, however the actual RFC5280 (May 2008) [19] only specifies among other purposes the usage of the certificate for TLS client and TLS server authentication. To specify the usage of the certificate for JSON signing and encryption (e.g., CCA) the solution relies upon the IETF draft rfc: draft-ietf-lamps-nf-eku-00 [21].

************ END OF 2nd CHANGES********************
***************** START OF 3rd CHANGES*********

7.7 
KI#7: Multiples certificates to be associated with a Network Function
7.7.1
Analysis

The NFs in SBA may need to support multiple operator certificates for different purposes (e.g., TLS authentication, JSON signing and encryption). The key issue addresses the need of certificate management framework in SBA to provide the means to manage the usage of the issued certificates. 

The solution presented to cover this key issue is the following: 

- Solution #10 introduces a procedure to indicate and validate the purpose of the X.509 certificates used in SBA by using the Extended Key Usage extension of the certificate as defined in IETF RFC 5280 [19] and IETF draft-ietf-lamps-nf-eku-00 [21].  

7.7.2
Conclusion

It is proposed to pursue the proposed procedure in solution #10 to indicate and validate the purpose of the X.509 certificates in the normative specification as part of the desired certificate management framework in SBA.  

The SBA certificate profile is to be expanded in the possible values for extendedKeyUsage to cover the usage of JSON signing and encryption.  

The usage of the Extended Key Usage extension of the certificated in the solution has dependency on the final status of IETF draft-ietf-lamps-nf-eku-00 [21], which is work in progress in IETF at the time of writing. 


************ END OF 3rd CHANGES********************
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