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1
Decision/action requested

Approve the changes in clause 4 for inclusion in HNTRA normative work
2
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3
Rationale

UE reachability issues :
UE is unreachable, and later on UE becomes reachable in the same AMF.

Whether UE is unreachable is not known to UDM. When UDM sends the authentication request to AMF1 to perform reauthentication, then it is possible that UE is not reachable at that time. Therefore, AMF1 cannot perform the authentication at that time. At a later point in time (e.g. after 10 minutes), when UE becomes available, the AMF should perform the reauthentication. However, to perform the same, the AMF needs to keep the authentication pending flag so that it can perform the reauthentication as soon as UE becomes reachable. 

UE is unreachable, and later on, UE becomes reachable in another AMF (attach to new AMF).

In the scenario, if UE attaches to another AMF (e.g. AMF2) then AMF2 is not aware of reauthentication pending. Therefore, AMF2 should also be made aware of the pending reauthentification, either by UDM or the previous AMF.

Note: Please note that if a UE attaches to a new AMF (maybe in a different PLMN), and the new AMF cannot retrieve the context from the previous AMF or previous AMF has already pursed the UE, then anyway the new AMF performs authentication because there is no previous security context available.

Therefore, we are proposing to keep the UE authentication pending flag in the AMF's UE context so that any AMF (existing or new AMF) can perform  the reauthentication as soon as UE is available. i.e. new AMF can retrieve the UE context from the previous AMF and then determine that authentication is pending so it can perform the authentication.

Multiple AMF issue where UE is attached to 2 AMFs over different access but not reachable at the both AMF during the rauthentication time
It is possible that two different AMFs are registered in the UDM for different access. In this case, it is possible that UE may not be reachable in one AMF but be reachable in another AMF. Or, UE is not reachable in both AMFs. Therefore, UDM needs to contact any AMF first to perform reauthentication. If not succeeded in the first AMF due to any reason, then the UDM should contact another AMF to perform the reauthentication.

It is assumed that the AMF will perform reauthentication once UE becomes available there. Once any AMF performs reauthentication, the UDM shall cancel the reauthentication on another AMF.

Let's try to understand this with an example:
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Step 1..3: If there are multiple AMFs (i.e. AMF1 and AMF2) registered in the UDM, the UDM shall select a AMF (e.g. AMF1) to perform the reauthentication. 

Step 4..7: If reauthentication is not performed within a short time or no success response is received from AMF1, the UDM selects another AMF2 and triggers reauthentication (Step5-7). If reauthentication is not performed within a short time or no success response is received from AMF2, the UDM can simply wait assuming UE will attach to any of the AMF. 

Step 8: When UE attached to any of the AMF, the  AMF performs reauthentication.

Step 9..10: Once reauthentication is successful in any AMF (e.g AMF2), UDM is well aware of the same because the UDM will be involved in the authentication process. Then the UDM shall send a cancellation request to the other AMF2 to avoid AMF2 performing reauthentication once UE becomes available in AMF2.

4
Detailed proposal

**** START OF CHANGE ****
6.1.X
Home network triggered primary authentication procedure
6.1.X.1
General
In case the HN and the SN support the services defined in clause 14.2.x, then the UDM is able to trigger a primary authentication procedure as described in the following clause. 
Editor's Note: The impact of HONTRA on the security related service operations in clause 14 is FFS. The above statement wil be updated when the service operations are agreed.  
6.1.X.2
Security mechanisms

The UDM may initiate primary authentication based on events from other NFs, considering local policy into account as well. 
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Figure 6.1.x.2-1 Home Network triggered primary authentication procedure

0a.[optional] The UDM may be pre-configured with an operator policy in order to determine when to trigger a primary authentication procedure. 

A prerequisite for the initiating of Home Network Triggered Primary Authentication is that the UDM already has the information about the AMF serving the UE. Otherwise, the UDM cannot contact any AMF in later steps.
Editor’s Note: Whether a new UDM service is needed is FFS, whether it is needed that a consumer NF (e.g. AUSF) triggers the UDM is FFS. 
1. Based on a received event and the local operator policy, if there is no ongoing primary authentication for the UE, and if the UDM determines to trigger the primary authentication, the UDM determines the serving AMF/SEAF of the target UE. 

Editor’s Note: The handling of multiple AMFs registered to the UDM is FFS. 

NOTE 1:
The reasons for the UDM determining that the UE needs to be authenticated can be different. For example, the UDM can determine to initiate a primary authentication when the AMF registers the UE upon the Registration procedure during the mobility from EPC or when SoR/UPU counters are about to wrap around, or when required based on local policy. The UDM behaviour is determined by the primary authentication policy which takes into account the support of certain features in the PLMN. For example, if the PLMN does not support the SoR/UPU feature, then a policy to initiate HONTRA upon SoR/UPU counter wrap around will not be required. 
2. The UDM sends an authentication message to the AMF/SEAF with the UE’s SUPI. 

Editor’s Note: The name and the type (request/reply, subscribe notify etc) of the interaction between the AMF and UDM is FFS. 
3. After receiving the authentication message from the UDM, the AMF/SEAF shall decide whether run the primary authentication procedure based on its own local authentication policy. If the AMF/SEAF cannot run a primary authentication as described in steps 4, the AMF/SEAF sends the authentication response message to the UDM with an acknowledgement which includes failure cause else it is set as success. If the reason for not performing the reauthentication is that the UE is not reachable, the AMF/SEAF shall mark the authentication pending flag as true in the UE context.

When UE re-attaches to the same AMF or becomes reachable, the AMF checks the authentication pending flag value and performs the reauthentication. Once UE reauthentication is done, the AMF marks the authentication pending flag as false. If the UE attaches to a new AMF (e.g., in a mobility scenario), then the new AMF may retrieve the UEContext from the previous AMF, determine that authentication is pending for the UE, and perform reauthentication

Editor's Note: The response message parameters and the semantics of the different cases (success, failure) are FFS.
Upon receiving a failure from the AMF, the UDM may check if another AMF is available over the other access. If available, the UDM may select another AMF and send an authentication request. 
Editor’s Note: The serving network has its own authentication policy. Moreover it is possible that the UE cannot be reached. Therefore it is FFS whether it can start a primary authentication right away after receiving the authentication message from the UDM.
Once reauthentication is successful for any AMF, and authentication is pending at another AMF over another access, the UDM shall send the authentication cancel request to the other AMF to avoid double authentication.
4. The AMF/SEAF starts the primary authentication procedure as defined in clause 6.2.1 of the present document.
The UDM may execute other procedures (e.g. SoR/UPU) depending on the reason that motivated the UDM triggered reauthentication procedure in step 1. 

Editor’s Note: The step details such as for aspects covering operator/local configuration/policy usage, UDM logic, or trigger to UDM etc. are FFS.

**** END OF CHANGE ****
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