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[bookmark: _Toc11239260]********** START OF 1st CHANGE **********
4.2.2.4.1	Bidding down prevention in Xn-handover
Requirement Name: Bidding down prevention in Xn-handovers
Requirement Reference: TS 33.501 [7], clause 6.7.3.1 
Requirement Description: "In the Path-Switch message, the target gNB/ng-eNB shall send the UE's 5G security capabilities received from the source gNB/ng-eNB to the AMF. The AMF shall verify that the UE's 5G security capabilities received from the target gNB/ng-eNB are the same as the UE's 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored 5G security capabilities of the UE to the target gNB/ng-eNB in the Path-Switch Acknowledge message. The AMF shall support logging capabilities for this event and may take additional measures, such as raising an alarm." 
as specified in TS 33.501 [7], clause 6.7.3.1.
Threat References: TR 33.926 [6], clause K.2.4.1, Bidding down on Xn-Handover 
Test Case: 
Test Name: TC_BIDDING_DOWN_XN_AMF
Purpose:
Verify that bidding down is prevented by the AMF under test in Xn handovers.
Pre-Conditions:
Test environment with (source and target) gNBs may be simulated. 
The AMF under test is configured with the UE’s security context for the UE.
The AMF under test is configured to log UE security capability mismatch.
Execution Steps
	1)	The tester sends 5G security capabilities for the UE, different from the ones stored in the AMF, to the AMF 			under test using a Path-Switch message.
	2)	The tester captures the Path-Switch Acknowledge message sent by AMF under test to the target gNB.
	3)	The tester examines the AMF log regarding the capability mismatch.
Expected Results:
The tester captures the Path-Switch Acknowledge message sent by AMF under test to the target gNB, which includes the locally stored 5G security capabilities in the AMF under test for that UE.
The tester verifies that a log entry showings that the capability mismatch is logged.
Expected format of evidence
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
********** END OF 1st  CHANGE **********
********** START OF 2nd CHANGE **********
4.2.2.4.2 	NAS protection algorithm selection in AMF change
Requirement Name: NAS protection algorithm selection in AMF change
Requirement Reference: TS 33.501 [7], clause 6.7.1.2 
Requirement Description: "If the change of the AMF at N2-Handover or mobility registration update results in the change of algorithm to be used for establishing NAS security, the target AMF shall indicate the selected algorithm to the UE as defined in Clause 6.9.2.3.3 for N2-Handover (i.e., using NAS Container) and Clause 6.9.3 for mobility registration update (i.e., using NAS SMC). The AMF shall select the NAS algorithm which has the highest priority according to the ordered lists (see sub-clause 6.7.1.1 of the present document)." 
as specified in TS 33.501 [7], clause 6.7.1.2.
Threat References: TR 33.926 [6], clause K.2.4.2, NAS integrity protection algorithm selection in AMF change 
Test Case: 
Test Name: TC_NAS_ALG_AMF_CHANGE _AMF
Purpose:
Verify that NAS protection algorithms are selected correctly. 
Pre-Conditions:
Test environment with source gNB, target gNB and source AMF. Source and target gNBs and source AMF may be simulated.
Execution Steps
Test case 1: N2-Handover
	1)	The AMF under test receives the UE security capabilities and the NAS algorithms used by the source AMF from 		the source AMF. The AMF under test selects the NAS algorithms which have the highest priority according to 		the ordered lists. The lists are configured such that the algorithms selected by the AMF under test are different 		from the ones received from the source AMF.
	2)	The tester captures the NGAP HANDOVER REQUEST message containing the NASC IE (NAS Container) sent 		by the AMF under test to the gNB.
Test case 2: Mobility registration update
	The AMF under test receives the UE security capabilities and the NAS algorithms used by the source AMF from the 	source AMF. The AMF under test selects the NAS algorithms which have the highest priority according to the 	ordered lists. The lists are configured such that the algorithms selected by the AMF under test are different from the 	ones received from the source AMF.
Expected Results:
For Test case 1, the tester captures the NASC IE of the captured NGAP HANDOVER REQUEST message sent by the AMF under test to the gNB, which includes the chosen algorithm. 
For Test case 2, the AMF under test initiates a NAS security mode command procedure and includes the chosen algorithms.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.

********** END OF 2nd CHANGE **********



