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Decision/action requested

It is proposed to endorse the proposal in this discussion paper.
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Rationale

In the LS reply to RAN2, SA3 told RAN2 that an additional sub-clause is going to be specified for the security of selective SCG activation.

	Q1: RAN2 would like to know whether SA3 considers the existing handling of SN counter/ S-KgNB in the above scenarios acceptable, i.e. the same SN counter/ S-KgNB is used while connected to SN #1 before and after being connected to SN #2.

SA3 Answer: No, it is not acceptable from security point of view.

Q2: If SA3 considers the existing handling of SN counter/ S-KgNB in the above scenarios not acceptable, RAN2 kindly asks SA3 to provide requirements for a solution.

SA3 Answer: Same S-KgNB shall not be used. SA3 will specify an additional sub-clause in TS 33.501 under 6.10 for the security of selective SCG activation. 


We would like to discuss the potential solution to support selective SCG activation. 
The scenario mentioned by RAN2 is as follows:

	RAN2 expects e.g. the following scenarios to be supported:

- the UE changes to PSCell #1a controlled by SN #1, then to PSCell #2a controlled by SN #2, then to PSCell #1a controlled by SN #1;

- the UE changes to PSCell #1a controlled by SN #1, then to PSCell #2a controlled by SN #2, then to PSCell #1b controlled by SN #1.


As we agreed that the same SN counter/ S-KgNB cannot be used while connected to SN #1 before and after being connected to SN #2, the simplest solution is to make the KSN always changed by pre-provisioning more than one KSN for the SN #1. Then the UE should use different SN counter value to calculate secondary key for each inter-SN access to SN #1, thus keeping the computed key fresh. 

However, ulike normal PSCell change procedure where the network can decide whether to provide SN counter to UE for each change, in selective SCG activation procedure, the network may have no idea how the selective SCG activation procedure would be performed by UE especially about the order in which UE accesses to different PSCells, so SN counter may need to be always provided no matter for intra-SN or inter-SN scenario. E.g. in the above the UE may change from PSCell #1a controlled by SN #1 to PSCell #1b controlled by SN #1 directly, or the UE may change from PSCell #1a controlled by SN #1 to PSCell #2a controlled by SN #2 first, and then change to PSCell #1b controlled by SN #1.
Observation 1: In normal PSCell change procedure, the network can decide whether to provide SN counter to UE based on e.g. whether the PDCP termination point of the SN is changed.

Observation 2: In selective SCG activation procedure, the network may have no idea in advance about the order in which UE accesses to different PSCells, to know it is intra-SN or inter-SN.

Therefore, SN counter may need to be always provided for a PSCell change and after one SN counter is used, it should be deleted by the UE, and the related KSN is also deleted by the SN. We propose:
Proposal 1: For selective SCG activation, multiple KSNs are accosiated for a candidate SN, to allow the UE to access the same SN for more than one time while using different S-KgNB.  

Proposal 2: For selective SCG activation, a new SN counter is used when UE accesses a new PSCell, and the used SN counter would be deleted by the UE after that, as well as the related KSN also deleted by the SN.
The next issue is about the SN counter increment. For the counter maintenance, the SN counter should be monotonically incremented by MN for each additional calculated KSN as follows [2];
	6.10.3.1 SN Counter maintenance

<omitted…>

The MN maintains the value of the counter SN Counter for a duration of the current 5G AS security context between UE and MN. The UE does not need to maintain the SN Counter after it has computed the KSN since the MN provides the UE with the current SN Counter value when the UE needs to compute a new KSN.

The SN Counter is a fresh input to KSN derivation. That is, the UE assumes that the MN provides a fresh SN Counter each time and does not need to verify the freshness of the SN Counter.

NOTE: An attacker cannot, over the air modify the SN Counter and force re-use of the same SN Counter. The reason for this is that the SN Counter is delivered over the RRC connection between the MN and the UE, and this connection is both integrity protected and protected from replay. 

The MN shall set the SN Counter to ‘0’ when a new AS root key, KNG-RAN, in the associated 5G AS security context is established. The MN shall set the SN Counter to ‘1’ after the first calculated KSN, and monotonically increment it for each additional calculated KSN. The SN Counter value '0' is used to calculate the first KSN. 

<omitted…>


Observation 3: In legacy secondary key derivation/update, MN shall monotonically increment SN Counter for each additional calculated KSN.

In selective SCG activation procedure, as we discussed before, the UE may access to different PSCells in random order and the SN counter used by UE may not be in an ascending order. However, in our understanding the MN still monotonically increment SN Counter for each additional calculated KSN in conditional configuration preparation phase and on the UE side, as long as the SN counter(s) for different PSCells are one-to-one mapping to the SN counter on MN side and are not repetitive, there should not be any security problem. 

Observation 4: In selective SCG activation procedure, UE may use multiple SN counter(s) which is not in an ascending order.

Proposal 3: For one or more PSCells, when UE uses multiple SN counters to derive/update secondary key in an order which is not monotonically incremented, there is no security problem as long as the SN counters are not repetitive. 
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Detailed proposal

The following observations are made from above:

Observation 1: In normal PSCell change procedure, the network can decide whether to provide SN counter to UE based on e.g. whether the PDCP termination point of the SN is changed.
Observation 2: In selective SCG activation procedure, the network may have no idea in advance about the order in which UE accesses to different PSCells, to know it is intra-SN or inter-SN.
Observation 3: In legacy secondary key derivation/update, MN shall monotonically increment SN Counter for each additional calculated KSN.
Observation 4: In selective SCG activation procedure, UE may use multiple SN counter(s) which is not in an ascending order.
Following proposals needs to be agreed:
Proposal 1: For selective SCG activation, multiple KSNs are accosiated for a candidate SN, to allow the UE to access the same SN for more than one time while using different S-KgNB.
Proposal 2: For selective SCG activation, a new SN counter is used when UE accesses a new PSCell, and the used SN counter would be deleted by the UE after that, as well as the related KSN is also deleted by the SN.
Proposal 3: For one or more PSCells, when UE uses multiple SN counters to derive/update secondary key in an order which is not monotonically incremented, there is no security problem as long as the SN counters are not repetitive.
