3GPP TSG-SA3 Meeting #111
S3-232443
Berlin, Germany, 22 - 26 May 2023













revision of S3-22xxx
Source:
Keysight Technologies UK
Title:
Robustness interfaces and protocols defined for N3IWF
Document for:
Approval
Agenda Item:
4.4
1
Decision/action requested

This contribution proposes a pCR to specify robustness testing for interfaces and protocols for the N3IWF. 
2
References
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3
Rationale

This contribution proposes a pCR to specify robustness testing for interfaces and protocols for the N3IWF to the TS. 
4
Detailed proposal

It is proposed that SA3 approved the below changes for inclusion in the TS [1].
**** START OF CHANGES ****
4.4
N3IWF-Adaptations of basic vulnerability testing requirements and related test cases

4.4.1
Introduction
There are no N3IWF specific addtions to clause 4.4.1 of TS 33.117 [X].

4.4.2
Port Scanning

There are no N3IWF specific addtions to clause 4.4.2 of TS 33.117 [X].

4.4.3
Vulnerability scanning

There are no N3IWF specific addtions to clause 4.4.3 of TS 33.117 [X].

4.4.4
Robustness and fuzz testing 

The test cases under clause 4.4.4 of TS 33.117 [X] are applicable to N3IWF.

The following interfaces and protocols are in the scope of the testing:

· For N2: the NGAP procotol is under the scope.

· For N3: the GTP-U protocol is under the scope.

**** END OF CHANGES ****
