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	Reason for change:
	[bookmark: _Hlk118277894]Due to the failure cases indicated by CT1 of direct link establishment procedure for UE-to-network relay due to the following scenarios in CT1 LS C1-226908:

Scenario 1) After the relay UE receives the direct link establishment request, integrity verification of the message was successful but decrypted RSC value is not matched with the one that it sent in the discovery message.
Scenario 2) After successful processing of the direct link establishment request, during Direct Security Mode procedure, the integrity protection verification of Direct Security Mode Command message or Direct Security Mode Complete message fails.
TS 33.503 needs to specify the reject message and its protection. To avoid that an man-in-the middle attacker sends reject messages to one of the Remote UE or UE-to-network relay over PC5 interface, it needs to be specified that the reject message needs to be integrity protected.

It is proposed that if the integrity verification of the Direct Security Mode Reject message fails, the 5G ProSe UE-to-Network relay shall ignore the Direct Security Mode Reject  message.
In addition, it is proposed to clarify that other direct communication messages exchanged between the 5G ProSe Remote UE and the 5G ProSe UE-to-network Relay before a security context for PC5 communication has been established, shall be integrity protected as described in clause 6.3.X.4. This includes ProSe AA message transport request and ProSe AA message transport response messages defined in TS 24.554.
It is proposed that if the integrity verification of other direct communication messages fails, the receiving UE (5G ProSe Remote UE or 5G ProSe UE-to-Network relay) shall ignore the direct communication message.

	
	

	Summary of change:
	Signal named Direct Communication Reject message & Direct Security Mode Reject message are specified in TS 33.503. It is also proposed that integrity protection is required for the Direct Communication Reject message & Direct Security Mode Reject message. This would prevent an attacker from sending Direct Communication Reject messages to the Remote UE or Direct Security Mode Reject message to the UE-to-Network Relay with any of error cause value and trigger the related UE handling.

Direct Communication Reject message is corresponding to ProSe direct link establishment reject message and Direct Security Mode Reject message is corresponding ProSe direct link security mode reject message that are already defined in CT1 in clause 10.3 in TS 24.554.

In addition, it is proposed to clarify that other direct communication messages exchanged between the 5G ProSe Remote UE and the 5G ProSe UE-to-network Relay before a security context for PC5 communication has been established, shall be integrity protected as described in clause 6.3.X.4. This includes ProSe AA message transport request and ProSe AA message transport response messages defined in TS 24.554

	
	

	Consequences if not approved:
	An attacker can send Direct Communication Reject messages to the Remote UE or Direct Security Mode Reject message to the UE-to-Network Relay with any of the defined error cause values in CT1 TS 24.554 and trigger the related UE handling.


	
	å

	Clauses affected:
	6.3.5.2, 6.3.5.3, (new) 6.3.X, (new) 6.3.X.1, (new) 6.3.X.2, (new) 6.3.X.3, (new) 6.3.X.4, A.9

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


[bookmark: _Toc106364520][bookmark: _Toc122102897][bookmark: _Toc106364533][bookmark: _Toc114242857]**** START OF CHANGE ****

[bookmark: _Toc122102906]6.3.5	Direct Communication Request in 5G ProSe UE-to-Network Relay Communication
[bookmark: _Toc106364534][bookmark: _Toc122102907]6.3.5.1	General
This clause describes the mechanism to protect the privacy of the UP-PRUK ID/CP-PRUK-ID and RSC in Direct Communication Request (DCR) message when restricted discovery is used for the UE-to-Network Relay service. This clause also describes a mechanism to integrity protect the DCR message when DUIK is provisioned for discovery.
[bookmark: _Toc106364535][bookmark: _Toc122102908]6.3.5.2	Privacy protection of UP-PRUK ID and RSC in DCR
The 5G ProSe Remote UE encrypts the UP-PRUK ID/CP-PRUK ID and RSC using the code-receiving security parameters used for discovery. The 5G ProSe UE-to-Network Relay, on receiving the DCR message, decrypts the encrypted UP-PRUK ID/CP-PRUK ID and RSC using the code-sending security parameters used for discovery and verifies if the RSC matches with the one that it sent in the discovery message. If the RSC does not match, the 5G ProSe UE-to-Network Relay shall respond with a Direct Communication Reject message to the 5G Prose Remote UE and protect the Direct Communication Reject message as described in clause 6.3.X and abort the PC5 direct link establishment procedure.
The 5G ProSe Remote UE shall encrypt the UP-PRUK ID/CP-PRUK ID and RSC as follows:
1)	If the UE is configured with Discovery User Confidentiality Key (DUCK), the DCR ciphering key KDCR is set to DUCK. If the UE is configured with Discovery User Scrambling Key (DUSK) but not DUCK, KDCR is set to DUSK. If the UE is neither configured with DUCK nor DUSK, the DCR message is not protected, and Steps 2-3 are skipped.
2)	Set Keystream to DCR confidentiality keystream calculated using KDCR, UTC-based counter and RSC as described in clause A.5.
3)	XOR the first L bits of the Keystream with the RSC where L is the length of the RSC, and XOR the remaining bits of the Keystream with the UP-PRUK ID/CP-PRUK ID.
NOTE 1:	If UP-PRUK ID/CP-PRUK ID is in NAI format, encryption of the UP-PRUK ID/CP-PRUK ID is performed on the username part of the UP-PRUK ID/CP-PRUK ID.
The 5G ProSe UE-to-Network Relay shall decrypt the encrypted UP-PRUK ID/CP-PRUK ID and RSC as follows:
1)	If the UE is configured with DUCK, the DCR ciphering key KDCR is set to DUCK. If the UE is configured with DUSK but not DUCK, KDCR is set to DUSK. If the UE is neither configured with DUCK nor DUSK, the DCR message is not protected, and steps 2-3 are skipped.
2)	Set Keystream to DCR confidentiality keystream calculated using KDCR, UTC-based counter and RSC as described in clause A.5.
3)	XOR the first L bits of Keystream with the encrypted RSC where L is the length of the encrypted RSC, and XOR the remaining bits of Keystream with the encrypted UP-PRUK ID/CP-PRUK ID.
NOTE 2:	If UP-PRUK ID/CP-PRUK ID is in NAI format, decryption of the UP-PRUK ID//CP-PRUK ID is performed on the username part of the UP-PRUK ID/CP-PRUK ID.
[bookmark: _Toc106364536][bookmark: _Toc122102909]6.3.5.3	Integrity protection of DCR
The 5G ProSe Remote UE integrity protects the DCR message using the code-receiving security parameters used for discovery. The integrity protection of the DCR message is performed after the privacy protection of UP-PRUK ID/CP-PRUK ID and RSC.
The 5G ProSe UE-to-Network Relay, on receiving the DCR message, verifies the integrity of the received DCR message using the code-sending security parameters used for discovery. If the integrity verification of the DCR fails, the 5G ProSe UE-to-Network Relay shall respond with a Direct Communication Reject message to the 5G Prose Remote UE and protect the Direct Communication Reject message as described in clause 6.3.X and abort the PC5 direct link establishment procedure.
The 5G ProSe Remote UE shall integrity protect the DCR as follows:
[bookmark: MCCQCTEMPBM_00000038]1.	If the UE is configured with DUIK, the DCR integrity key KINT is set to DUIK. Otherwise, the DCR message is not integrity protected, and steps 2-3 are skipped.
2.	Calculate Message Integrity Check (MIC) using KINT, UTC-based counter and the DCR message as described in clause A.9.
3.	Set the MIC IE to the calculated MIC.
The 5G ProSe UE-to-Network Relay shall verify the integrity of the received DCR message as follows:
1.	If the UE is configured with DUIK, the DCR integrity key KINT is set to DUIK. Otherwise, the DCR message is not integrity protected, and step 2 is skipped.
2.	Calculate a MIC using KINT, UTC-based counter and the received DCR message as described in clause A.9 and compare the calculated MIC with the MIC included in the DCR message. If they mismatch, the integrity check fails.
**** NEXT CHANGE ****
6.3.X	Integrity protection of direct communication messages before security context is established
6.3.X.1	General
This clause describes a mechanism to integrity protect direct communication messages exchanged between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay before a security context for PC5 communication has been established, when DUIK is provisioned for discovery.
If the Direct Security Mode Command procedure fails (e.g. in case of integrity failure), then the protection of the Direct Security Mode Reject message shall follow the method described in this clause. 
If the Direct Communication Request message is not acceptable to the 5G ProSe UE-to-network Relay (e.g. the RSC does not match or integrity verification fails), then the 5G ProSe UE-to-network Relay shall send a Direct Communication Reject message to the 5G ProSe Remote UE and integrity protect the Direct Communication Reject message as specified in this clause. 
Other direct communication messages exchanged between the 5G ProSe Remote UE and the 5G ProSe UE-to-network Relay before a security context for PC5 communication has been established, shall be integrity protected as described in clause 6.3.X.4. This includes ProSe AA message transport request and ProSe AA message transport response messages defined in TS 24.554.

6.3.X.2	Integrity protection of Direct Communication Reject 
The 5G ProSe UE-to-Network Relay integrity protects the Direct Communication Reject message using the code-sending security parameters used for discovery. 
The 5G ProSe Remote UE, on receiving the Direct Communication Reject message, verifies the integrity of the received Direct Communication Reject message using the code-receiving security parameters used for discovery. If the integrity verification of the Direct Communication Reject fails, the 5G ProSe Remote UE shall ignore the Direct Communication Reject message.
The 5G ProSe UE-to-Network Relay shall integrity protect the Direct Communication Reject as follows:
1.	If the UE is configured with DUIK, the Direct Communication Reject integrity key KINT is set to DUIK. Otherwise, the Direct Communication Reject message is not integrity protected, and steps 2-3 are skipped.
2.	Calculate Message Integrity Check (MIC) using KINT, UTC-based counter and the Direct Communication Reject  message as described in clause A.9.
3.	Set the MIC IE to the calculated MIC.
The 5G ProSe Remote UE shall verify the integrity of the received Direct Communication Reject message as follows:
1. If the UE is configured with DUIK, the Direct Communication Reject integrity key KINT is set to DUIK. Otherwise, the Direct Communication Reject message is not integrity protected, and step 2 is skipped.
2. Calculate a MIC using KINT, UTC-based counter and the received Direct Communication Reject message as described in clause A.9 and compare the calculated MIC with the MIC included in the Direct Communication Reject  message. If they mismatch, the integrity check fails.
6.3.X.3	Integrity protection of Direct Security Mode Reject
The 5G ProSe Remote UE integrity protects the Direct Security Mode Reject message using the code-receiving security parameters used for discovery. Integrity protection of Direct Security Mode Reject message is same as specified in clause 6.3.5.3 and Annex A.9, where DCR is replaced by the Direct Security Mode Reject message. 
If the integrity verification of the Direct Security Mode Reject message fails, the 5G ProSe UE-to-Network relay shall ignore the Direct Security Mode Reject  message.

6.3.X.4	Integrity protection of other direct communication messages
Before a security context for PC5 communication has been established, the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay integrity protects direct communication messages using the code-receiving security parameters or code-sending security parameters used for discovery. 
Integrity protection of a direct communication message sent by the 5G ProSe Remote UE is same as specified in clause 6.3.5.3 and Annex A.9, where DCR is replaced by the direct communication message. 
Integrity protection of a direct communication message sent by the 5G ProSe UE-to-Network Relay is same as specified in clause 6.3.X.2 and Annex A.9, where Direct Communication Reject is replaced by the direct communication message. 
If the integrity verification of other direct communication messages fails, the receiving UE (5G ProSe Remote UE or 5G ProSe UE-to-Network relay) shall ignore the direct communication message.

[bookmark: _Toc122102952][bookmark: _Toc106364572]**** NEXT CHANGE ****

A.9	Calculation of MIC value for Direct Communication Request and other direct communication messages 
When calculating a MIC using the DUIK to integrity protect Direct Communication Request (DCR) message or other Direct Communication messages, the following parameters shall be used to form the input S to the KDF that is specified in Annex B of TS 33.220 [8]:
-	FC = 0x8B.
-	P0 = UTC-based counter.
-	L0 = length of above (i.e. 0x00 0x04). 
-	P1 = DCR message or other direct communication messages with the MIC value field set to all zeros.
-	L1 = length of above.
The MIC is set to the 32 least significant bits of the output of the KDF.
The DUIK, UTC-based counter and DCR message and other direct communication messages follow the encoding also specified in Annex B of TS 33.220 [8].
NOTE:	The other direct communication messages subject to integrity protection are specified in clause 6.3.X
**** END OF CHANGE ****
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