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1. Background
SA3 has asked SAGE to propose new algorithms for the confidentiality and integrity of the air interface which utilise a 256-bit key size. The purpose of this liaison statement is to inform SA3 that this work is now finished and has resulted in the ETSI/SAGE specification "Specification of the 3GPP 256-bit Confidentiality and Integrity Algorithms for the Air Interface". The specification itself is not included in this public LS but distributed separately. 
As a side note: The specifications of Milenage-256 is still ongoing. One version using Rijndael-256 is ready, but the one based on AES-128 has outstanding issues that need further work.

2. Algorithms
The specification is based on three core algorithms: Snow 5G, AES-256, and ZUC-256. AES does not need any additional assessment from SAGE, but we would like to give some comments on Snow 5G and ZUC-256.

3. SAGE assessment of Snow 5G
Snow 5G is very similar to the publicly available algorithm SNOW-V [7]. It is essentially a 4 time parallelisation of the Snow 3G algorithm, which is the core cipher of 128-EEA1 and 128-EIA1 (LTE) and 128-NEA1 and 128-NIA1 (5G NR), enabling the generation of a 128-bit wide keystream instead of the 32-bit wide keystream produced by Snow 3G.
Three distinct changes are made from SNOW-V to Snow 5G. 
1. The feedback polynomials for the two LFSRs are changed.
2. The position of one of the taps from the LFSR to the Finite State Machine (FSM). 
3. Change from 32-bit adders to 16-bit adders in two places.
The two first changes are motivated by enabling a faster implementation on CPUs supporting certain SIMD instructions [5]. These two changes are already present in the follow up public version SNOW-Vi [8]. The third change is motivated by a recent analysis of the cipher[9]. SAGE has confirmed with the authors of the analysis that changing to 16-bit adders would significantly reduce the attack potential. 
SNOW-V has been evaluated by external independent researchers [6]. This evaluation report has previously been shared with SA3. SAGE is of the opinion that the three changes mentioned above from SNOW-V to Snow 5G do not alter the conclusions of the evaluation. 

3.1 Design approach
Snow 5G follows the design pattern of Snow 3G,s with an LFSR part feeding into an FSM part. The KEY and the IV are loaded into the LFSR, and a number of initialisation rounds are performed before any keystream material is generated.
The proposed 256-NEA1 utilises Snow 5G as a traditional stream cipher for confidentiality. The proposed 256-NIA1 follows the design of 128-NIA1 but using a higher degree polynomial for the reduction in the hash function part. 
The SBoxes in Snow 5G are defined as the round function of AES without any key material xor:ed. This design approach leverages the built-in CPU instructions of many processors to give an efficient software implementation of the algorithm. SAGE's opinion (which is also corroborated by the external evaluators) is that the AES round function is used in a significantly different way compared to AES, and any attacks on either AES or Snow 5G are unlikely to transfer to an attack on the other cipher.

3.2 Conclusion of assessment of Snow 5G
SAGE has taken a conservative approach to the proposed 256-NEA1 and 256-NEA2 algorithms, building on the previous 128-bit key algorithms in LTE and 5G NR. SAGE believes that this enables a smooth transition in terms of implementation and provides a stable foundation for the introduction of 256-bit algorithms. 
The external evaluation[6] together with independent academic analyses [9,10] suggest a comfortable security margin for Snow 5G. 

4. SAGE assessment of ZUC-256
4.1. The need for 3GPP algorithms using ZUC-256
In 2009, when Chinese participants in 3GPP asked for new algorithms 128-EEA3 and 128-EIA3 to be added, the main motivation (and the main reason that other 3GPP members agreed to the request) was that Chinese law prevented the use of the other two algorithm sets (128-ExA1 and 128-ExA2) in the country.

In 2020, a new encryption law came into force in China.  We have no lawyers in SAGE, but our understanding of this new law (e.g. http://www.xinhuanet.com/english/2019-10/26/c_138505655.htm) is that it would no longer be a legal requirement to use Chinese-made encryption in commercial systems.  However, CCSA has confirmed to us that they still wish to promote the ZUC algorithm family (including ZUC-256) for 5G.  ZUC-128 is the current recommended national standard, with the expectation that ZUC-256 will also be recommended when standardised, and the new encryption law encourages the use of nationally recommended standards in commercial systems.
Note: SAGE strongly supports the 3GPP practice of supporting two algorithms in both networks and devices, so that a backup solution is always available if any one algorithm is impacted by an advance in cryptanalysis.  256-NxA1 and 256-NxA2 serve this purpose.

4.2. Design approach
The original ZUC algorithm, which is the core building block of 128-EEA3 and 128-EIA3 in LTE and 128-NEA3 and 128-NIA3 in 5G NR, was designed to use a 128-bit key.  For extra clarity, we will refer to this algorithm as ZUC-128.  As with other stream cipher designs, both ZUC-128 and ZUC-256 can be understood in two phases:
· an initialisation phase, in which the Key and Initialisation Vector (IV) inputs are used to establish the internal state of a keystream generator machine;
· the keystream production phase, in which the machine then runs without further input to generate as many keystream bits as are required.
The proposed 3GPP encryption algorithm 256-NEA3 uses ZUC-256 straightforwardly as a stream cipher.  The proposed 3GPP integrity algorithm 256-NIA3 uses a universal hash function construction, with keystream bits from ZUC-256 as its pseudorandom inputs.
The ZUC-256 keystream generator machine, and the keystream production phase, are identical to those of ZUC-128.  Only the initialisation phase is different.  Of course, there are now 256 bits of KEY input instead of 128.
It seems clear that this design approach – take the exact same “machine”, and squeeze in more key (and IV) bits – has been taken to maximise the opportunity to reuse elements of ZUC-128 implementation, particularly in hardware.

4.3. Initialisation phase
4.3.1 Design style
In an earlier version of the ZUC-256 proposal, the initialisation phase included several aspects that, on first assessment, appeared strange and unintuitive.  The ZUC-256 design team was able to explain to us how their design performed optimally against certain design criteria that they had chosen.  Nevertheless, some design choices remained apparently arbitrary.
A highly desirable principle in cryptographic algorithm design is the “nothing up my sleeve” principle.  If a particular design choice has been made, it should be clear and obvious to analysts why that choice has been made, with no opportunity for hidden properties to have been introduced.  To be quite clear, SAGE did not believe that any deliberate weaknesses had been introduced by these strange-looking design choices.  Realistically, however, we must expect that some analysts will be instinctively suspicious of a new ZUC-256 algorithm; we believe it is important to be as transparent as possible in the design and public documentation, to remove grounds for such suspicion.
We were pleased, then, when the ZUC-256 designers came back with a revised proposal in which the design of the initialisation phase is much more straightforward and intuitive.  We believe that this revised proposal is much less likely to arouse suspicion.
4.3.2 Number of initialisation rounds
During initialisation phase, the Key and IV are loaded into the machine, and then a number of mixing rounds are performed, to spread the influence of each Key and IV bit across the machine state.  This mixing aims to ensure that:
· a would-be attacker, who knows IV but not Key, has no useful information about the state of the machine at the time when keystream generation begins;
· whenever a would-be attacker deduces anything about a subset of the machine state bits at a particular time from observing keystream, she cannot relate that back to useful information about the Key.
The more mixing rounds are performed, the more thoroughly these goals may be achieved, but (of course) the longer the operation takes.  The current ZUC-256 proposal uses 33 mixing rounds (32 full mixing rounds, plus one additional state update round).
The initialisation phase of ZUC-256 has been analysed in [2].  Considering the initialisation phase in isolation, the authors find a distinguishing attack against 30 of the 33 rounds.
This “attack” assumes that the attacker can observe state bits after initialisation, which of course is not true in practice.  So it does not directly translate into an attack on ZUC-256 as a whole.  However, in SAGE’s view, it means that the design goals of the initialisation phase are only achieved with a very tight margin.
SAGE has therefore specified ZUC-256 in such a way that the number of initialisation phase mixing rounds is a selectable parameter, and our recommendation is that this number be increased from 32(+1) to 48(+1).

4.4. Keystream generation 
The ZUC keystream generator was initially designed to accommodate a 128-bit key.  If ZUC-256 had been designed from scratch, it would probably not have taken this exact form.  However, we recognise the practical value of reusing existing hardware; and neither SAGE nor published researchers have identified any exploitable weakness in the keystream generator design of ZUC-256.

4.5. Algorithm efficiency
When designing 256-bit encryption and integrity algorithms for 5G, we have aimed to accommodate the significantly higher data rates that 5G can support compared to 4G.  We have also aimed to produce algorithms that perform well in pure software implementations.  With these objectives in mind, we still have concerns about the speed of both the 256-NEA3 and the 256-NIA3 algorithms.  Especially the speed of the MAC algorithm in a software implementation may be significantly lower than required of high speed applications.  The growing desire to apply integrity protection to user plane traffic as well as control plane traffic makes MAC computation speed increasingly important.
Researchers [3,4] have demonstrated that 256-NxA3 implementations can be parallelised to some extent, by combining state variables of multiple instances into larger CPU registers and then using SIMD instructions [5].  By one measure, they achieve a keystream generation speed of 21Gbps on a high-end CPU, and MAC computation speeds over 11Gbps.  However, this speed is only achieved when computing the 256-NIA3 MACs on 16 messages of identical length at the same time.  The speed of MAC computation is much lower when only one instance of 256-NIA3 needs to be computed.

4.6. Conclusion of ZUC-256 assessment
SAGE does not object to the adoption of the proposed 256-NEA3 and 256-NIA3 designs based on the latest version of ZUC-256.  However:
· we recommend that the algorithm’s security assurance be improved by increasing the number of initialisation rounds from 32(+1) to 48(+1);
· we warn that the integrity algorithm may struggle to run fast enough in a pure software implementation for the highest data rate applications.
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