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************* START OF CHANGE 1 *************


[bookmark: _Toc22544417][bookmark: _Toc22544848][bookmark: _Toc26877489][bookmark: _Toc75341203][bookmark: _Toc35348461][bookmark: _Toc114146585]4.4	UDM-specific adaptations of basic vulnerability testing requirements and related test cases
There are no UDM-specific additions to clause 4.4 of TS 33.117 [3].
4.4.1	Introduction
There are no UDM specific addtions to clause 4.4.1 of TS 33.117 [3].

[bookmark: _Toc35348462][bookmark: _Toc114146586]4.4.2	Port Scanning
There are no UDM specific addtions to clause 4.4.2 of TS 33.117 [3].

[bookmark: _Toc35348463][bookmark: _Toc114146587]4.4.3	Vulnerability scanning
There are no UDM specific addtions to clause 4.4.3 of TS 33.117 [3].

[bookmark: _Toc35348464][bookmark: _Toc114146588]4.4.4	Robustness and fuzz testing 
The test cases under clause 4.4.4 of TS 33.117 [3] are applicable to UDM.

The interfaces defined for the UDM are in clause 4.2.3 of TS 23.501 [5].

According to clause 4.4.4 of TS 33.117 [3], the transport protocols available on the interfaces providing IP-based protocols need to be robustness tested. Following TCP/IP layer model and considering all the protocols over transport layer, for UDM, the following interface and protocols are in the scope of the testing:
· For Nudm: The TCP, HTTP2 and JSON protocols.

NOTE: There could be other interfaces and/or protocols requiring testing under clause 4.4.4 of TS 33.117 [3]
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