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1
Decision/action requested

SA3 is kindly asked to approve the new solution for KI #2.7 of 3GPP TR 33.739.
2
References

[1]
3GPP TR 33.739 v0.7.0 "Study on security enhancement of support for edge computing phase 2"
3
Rationale

This pCR tries to add a new solution for key issue 2.7 of TR 33.739 [1]
4
Detailed proposal
*************** Start of the 1st Change ****************
6.X
Solution #Y: AKMA/GBA based verification of EEC provided IP address
6.X.1
Solution overview

This solution leverages the BSF to address key issue #2.7.

In specific, according to clause 4.15.10 and clause 5.2.13 of TS 23.502 [9], the BSF maintains the mapping relationship between the IP address and SUPI of the UE.According to clause 4.5.2 of TS 33.220 [6], the UE can obtain a random number from the BSF if it needs to do GBA based authentication mechanism.

Refering to clause 6.1 of TS 33.535 [8], the AAnF maintans the mapping relationship between the A-KID and the SUPI of the UE.
Therefore, in this solution, A-KID and the random number in GBA scenarios are used as the verification information to enable the BSF to detect IP address spoofing attack.

6.X.2
Solution details
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Figure 6.X.2-Y: IP address verification mechanism for edge computing scenarios

1.
EES receives the UE’s IP address and the verification information from the EAS/UE/EEC. The verification information is the random number in GBA scenarios or A-KID in AKMA scenarios.

2. EAS/EES sends the UE’s IP address and the verification information to the BSF.
3. If A-KID is provided, the NEF gets SUPI of the UE from the AAnF. Otherwise, step 3 can be skipped.

4. The NEF provides the UE’s IP address, the random number, or SUPI of the UE to the BSF. 

5. The BSF locates the IP address allocated to the UE by the network based on the received SUPI.

  In specific, with the verification information of the random number, the BSF first locates the UE’s IMPI based on the random number.

  Then the BSF identifies the UE’s SUPI based on the IMPI.

  The BSF compares the IP address allocated by the network with the received one. 

6. If the IP addresses are not identical, the BSF sends the error message to the NEF. Otherwise, the BSF sends SUPI of the UE to the NEF.

7. If the NEF receives the SUPI from the BSF, the NEF gets an AF-specific UE ID from the UDM. Otherwise, step 7 can be skipped.

8. If the NEF receives an error message from the BSF, the NEF forwards the error information to the EAS/EES in the response message. Otherwise, the NEF sends the response message containing the AF-specific UE ID to the EAS/EES.
6.X.3
Solution evaluation 










Editor's Note: Further evaluation is FFS.
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