3GPP TSG-SA3 Meeting #111 	S3-232480
22-26 May 2023, Berlin

Source:	InterDigital
Title:	A solution for EEC IP address verification
Document for:	Approval
Agenda Item:	5.9
1	Decision/action requested
It is proposed to approve the pCR to TR 33.739.
2	References
[1]	3GPP TR 33.739: "Study on security enhancement of support for edge computing phase 2"
3	Rationale
This contribution proposes a solution for the key issue proposed in S3-231876.
4	Detailed proposal
Approve the following changes to TR 33.739 [1]. 
*** Start of Change ***
[bookmark: _Toc128687093][bookmark: _Toc104212950][bookmark: _Toc128687088]6.X	Solution #X: Authorizing the Service Consumer when Resolving an IP Address to a UE ID 
[bookmark: _Toc128687094]6.X.1	Solution overview
[bookmark: _Toc128687095]The Nbsf_Management_Discovery service is used to resolve a UE IP Address to a SUPI.  The solution describes how to enhance the service so that the BSF can verify that the consumer is authorized to obtain the UE ID. In other words, the enhancements prevent the security risk in key issue proposed in S3-231876. 
6.X.2	Solution details
[bookmark: _Hlk133413704]This solution supports the 5G System to verify the IP address in the request to obtain a UE Identifier. In the proposed procedure, both the EEC and BSF perform a hash calculation. The UE’s IP Address is an input to the hash calculation.  Some additional inputs to the hash calculation are values that are known to the UE that hosts the EEC and the BSF, whch is not easily known when combined, or determined, by functions other than the UE that hosts the EEC (e.g., the SUPI of the UE). When the BSF is requested to provide information about the UE (e.g. the SUPI of the UE), the BSF may compare the result of the BSF’s calculation and the hash value that was provided by the EEC of the UE. If the result of the BSF’s calculation and the hash value that was provided by the EEC of the UE are the same, then the BSF can support the request. If the result of the BSF’s calculation and the hash value that was provided by the EEC of the UE are not the same, then the BSF may not authorize the request.


Figure 6.X.2.1, IP Address Verification Using Hash
1. The EEC performs the authentication and authorization procedures with EES. Thereafter, the secured communication is established between the EEC and the EES.
2. The EES generate a nonce such as a time stamp, and other related parameters. 
3. The nonce is sent to the EEC that will derive the shared credential with the same inputs as the network side, to be used for future use such as the API invocation between the EEC and the EES.
4. In step 4, when the EEC is triggered by the AC to get the UE ID, the EEC invokes the API Nnef_UEId_Get to get the UE ID from EES. The request from the EEC includes the IP address and credential along with other parameters specified in TS 23.558 [1]. The request can include an IP Address and the request can be to retrieve a UE ID that is associated with the IP Address.  

In addition, the request includes a hash value. The EEC may determine the hash value using the following parameters as inputs:
· the private IP Address of the UE,
· the SUPI of the UE,
· the DNN and/or S-NSSAI of the PDU Session that the IP Address is associated with, 
· The credential that is shared between the EEC and BSF
5. In step 5, the EES may receive the request from the EEC. The EES may then act as an AF and invoke Nnef_UEId_Get request service of the NEF. The EES includes the IP Address that was provided by the EES as an input to the Nnef_UEId_Get request service invocation along with the nonce generated in the step 2. 
6. In step 6, the NEF authorizes the AF request. If the authorisation is not granted, the NEF replies to the EES with a Result value indicating authorisation failure; otherwise the NEF proceeds with the following steps. The NEF determines corresponding DNN and/or S-NSSAI information: this may have been provided by the EES or is determined by the NEF based on the requesting EES Identifier and EES Provider Information.
If the NEF has received a Port Number in step 5, based on configuration, the NEF may recognize the address received is an IP address which is different from the actual private UE IP address assigned by 5GC, i.e. the UE is behind a NAT. If so, the NEF performs steps 7 to 10. Otherwise, steps 7 to 10 are skipped.
7. In step 7, the NEF uses the Nnrf_NFDiscovery service operation to obtain the address of the UPF implementing NAT functionality for the UE (public) IP address. The request includes the UE (public) IP address. The NEF may also include the DNN and S-NSSAI associated with the AF ID, as well as the IP domain.
8. In step 8, the NRF responds with a Nnrf_NFDiscovery response message including the UPF address of the UPF implementing NAT functionality for the UE (public) IP address.
9. In step 9, the NEF uses the Nupf_GetPrivateUEIP_Get service operation to request UE's (private) IP address from the UPF. The request includes the UE (public) IP address and Port Number, and optionally IP domain, DNN and S-NSSAI associated with the AF ID.
10. In step 10, the UPF responds with the Nupf_GetPrivateUEIP_Get response message including UE's IP address and optionally, the IP domain. If the UPF has applied a NAT functionality, the UE's IP address returned by the UPF is the private UE IP address. 
11. In step 11, when the NEF invokes the Nbsf_Management_Discovery service operation, the NEF provides the hash value and the nonce to the BSF.  
12. In step 12, the BSF will determine the SUPI that is associated with IP Address, derive the credential using the same inputs as the EEC, and calculate the expected hash value.  The calculation that is used to determine the expected hash value will be the same as the calculation that the EEC performed in step 4.
The BSF will compare the expected hash value and the hash value that was received.
13. In step 13, if the received hash value and the expected hash value are the same, then the BSF will respond to the NEF with a SUPI. 
In step 13 if the received hash value and the expected hash value are different, then the BSF will respond to the NEF with an indication that request is denied because the IP Address is not associated with the UE that made the request.
14. In step 14, the NEF will then use the SUPI to query the UDM and receive the UE ID from the UDM. The NEF interacts with UDM to retrieve the AF specific UE Identifier via the Nudm_SDM_Get service operation. The request message includes SUPI and at least one of Application Port ID, MTC Provider Information or AF Identifier.
15. In step 15, the UDM responds to the NEF with an AF specific UE Identifier represented as an External Identifier for the UE which is uniquely associated with the Application Port ID, MTC provider Information and/or AF Identifier.
16. In step 16, the NEF will send the UE ID to the EES. 
17. In step 17, the EES will send the UE ID to the EEC.
[bookmark: _Toc128687096]

*** End of Change ***
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