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1
Decision/action requested

This contribution proposes to approve the changes.
2
References

NA
3
Rationale

This solution proposes to address editor’s Note and add clarification to the meaning of “without full authentication”
4
Detailed proposal

It is proposed to approve the following changes.
***************** Start of Change *****************
6.10
Solution #10: TNAP mobility solution without full authentication 

6.10.1
Introduction

This solution addresses key issue #4: Security aspect of TNAP mobility.
In this solution, the TNAP is the EAP authenticator and the TNGF is the authentication server. The full authentication means the UE runs an EAP-5G authentication with the TNGF and run a primary authentication with the AUSF that is encapsulated in the EAP-5G authentication. Compare to the full authentication, this procedure does not need to run the primary authentication with AUSF, thus it is referred to as the non-full(without full) authentication procedure.
6.10.2
Solution details
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Figure 6.10.2-1: TNAP mobility procedure
1-3. UE connected to TNAP#1 by performing the procedure defined in TS33.501 7A.2.1 step1- step19.

4. The TNGF knows the UE reconnect to the TNGF again, but via TNAP#2 by receiving the same UE ID in the previous connection. The UE ID is the SUCI or 5G-GUTI used in step1.
5. TNGF finds the UE security context based on the UE ID, and determines to perform re-authentication procedure based on UE ID. The TNGF generates KTNGF’ that is equivalent to the EAP 5G reauthentication root key by using the method in A.22 of TS 33.501[xx] with the usage type distinguisher set to 0x03, with the input key KTNGF


Note: whether the additional key KTNGF is needed is not addressed in this solution.
6. TNGF sends EAP-REQ message to start the re-authentication procedure, a,Nonce-TNGF and the HMAC are carried in this message. HMAC is generated by using fresh parameter and KTNGF’. TNAP#2 forward this message to UE.

7. UE finds the KTNGF by using TNGF ID in step 4, and generates KTNGF’ by using the same method in step5, and verifies the HMAC. if the verification passes, perform next steps. 

8. UE sends EAP-RES message, Nonce-UE and HMAC are carried in AN-Parameters of this message, HMAC is generated by using Nonce-UE parameter and KTNGF’ , TNAP#2 forward this message to TNGF.

9. TNGF verifies the HMAC, if the verification passes, TNGF generates KTNAP’ by using method defined in TS33.501 A.22.

10. TNGF sends EAP-Success message to TNAP#2, KTNAP’ generated in step 9 is carried in this message. TNAP#2  forward EAP-Success message to UE. 

11. After receiving EAP-Success message, UE generates KTNAP’ by using the same method in step 9.

12. UE and TNAP#2 establish security association by using the newly generated KTNAP’.

13. TS33.501 7A.2.1 step12- step19.

6.10.3
Evaluation

This solution addresses the requirement of KI #4 by generating a new KTNGF’.

This solution impacts UE and TNGF without affecting other NFs.
This solution proposes to use the SUCI or 5G-GUTI used in the IDi of IPsec as the key identifier in the non-full authentication procedure to locate the key KTNGF. In case the UE used SUCI in the primary authentication it need to store the SUCI and use it when it wants to to TNAP mobility.

***************** End of Change *****************
