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	Reason for change:
	The 1st Execution Step orders the tester to capture the NAS Security Mode Command procedure. In the following steps other arbitrary NAS signalling messages are mentioned. To be consistent, the test should focus on the NAS Security Mode Command procedure. (A more general approach would be to check for replay protection of every UE originating message of every NAS signalling procedure – this would significantly enhance the tests security statement but also its scale.)

Replaying a filtered packet is less error prone than crafting a packet. The corresponding Execution Step can be simplified.

The content of Execution Steps 5 and 6 can be transferred to Step 4.

Since checking for Replay Protection of NAS signalling at the AMF, only UE originating messages could be replayed. The wording of the Expected Results implies a bidirectional replay protection, which is out of scope for the AMF.
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[bookmark: _Toc11239260]********** START OF 1st CHANGE **********
4.2.2.3.1	Replay protection of NAS signalling messages
Requirement Name: Replay protection of NAS signalling messages
Requirement Reference: TS 33.501 [7], clause 5.5.2.
Requirement Description: " The AMF shall support integrity protection and replay protection of NAS-signalling." as specified in TS 33.501 [2], clause 5.5.2. 
Threat References: TR 33.926 [6], clause K.2.3.1, Bidding Down
Test case:
Test Name: TC_NAS_REPLAY_AMF
Purpose: 
Verify that the NAS signalling messages are replay protected by AMF over N1 interface between UE and AMF.
Procedure and execution steps:
Pre-Condition: 
-	AMF network product is connected in emulated/real network environment.
-	Tester shall have access to the NAS signalling packets sent between UE and AMF over N1 interface.
-	Tester shall ensure that integrity protection algorithm other than NIA0 is used.
Execution Steps: 
1.	The tester shall capture the NAS SMCSecurity Mode Command procedure taking place between UE and AMF over N1 interface using any network analyser.
2.	The tester shall filter the NAS Security Mode Complete message by using a filter.
3.	The tester shall check for the NAS SQN of filtered NAS Security Mode Complete message and using any packet crafting tool the tester shall create a NAS Security Mode Complete message containing same NAS SQN of the filtered NAS Security Mode Complete message or the tester shall replay the captured NAS signalling packetsSecurity Mode Complete message.
4.	The Ttester shall check whether the replayed NAS signalling packetsSecurity Mode Complete message werewas not processed by the AMF by capturing traffic over the N1 interface to see if any no corresponding response message is was received fromsent by the AMF. If applicable, AMF application logs could be checked for the rejection of the replayed NAS Security Mode Complete message.
5.	Tester shall confirm that AMF provides replay protection by dropping/ignoring the replayed packet if no corresponding response is sent by the AMF to the replayed packet.
6.	Tester shall verify from the result that if the crafted NAS Security Mode Complete message or replayed NAS signalling messages are not processed by the AMF when the N1 interface is replay protected
Expected Results:
The NAS signalling messages sent betweenfrom the UE and to the AMF over N1 interface are replay protected.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot containing the operational results.
********** END OF CHANGE **********
