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5.3.3.1.2.3	High level flows for the security establishment
Figure 5.3.3.1.2.3-1 provides a high-level flow of a UE establishing a connection with other UE(s). 


Figure 5.3.3.1.2.3-1: High-level flow of connection establishment
The flow proceeds as follow:
1. UE_1 sends a Direct Communication Request. This message may be received by multiple UEs.
2a/3a/4a. UE_2a chooses to respond to the message and may initiate the Direct Auth and Key Establishment procedure (if needed based clause 5.3.3.1.3) to generate the key KNRP. UE_2a then runs the Direct Security Mode Command procedure with UE_1 to continue the connection establishment procedures. If this is successful, UE_2a sends the Direct Communication Accept message.
2b. UE_2b chooses not to respond the UE_1
2c/3c/4c. UE_2c responds to UE_1 using the same sequence of messages as UE_2a. 
When each responder decides to activate signalling integrity protection and/or signalling confidentiality protection, each responder establishes a different security context with UE_1 that is not known to the other UEs, i.e. the security context used between UE_1 and UE_2a is not known to UE_2b and UE_2c. 
Unless otherwise specified, tThe Direct Communication Request is always sent unprotected and only contains enough information for a secure connection to be established with the other UE. Any information UE_1 needs to send to the other UEs in order to establish the connection is included in the Direct Security Mode Complete message (sent as part of the Direct Security Mode procedure, see TS 23.287 [2]) from UE_1 as this message is both confidentiality and integrity protected under the condition of activated non-NULL signalling confidentiality protection of the link.
*************** End of changes ****************


image1.emf
UE_1 UE_2a

1. Direct Communication Request 

2a. Direct Auth and Key Establishment Procedure

3a. Direct Security Mode Command proecdure

4a. Direct Communication Accept

UE_2b UE_2c

2c. Direct Auth and Key Establishment Procedure

3c. Direct Security Mode Command proecdure

4c. Direct Communication Accept

2b. UE_2b 

chooses not to 

respond


Microsoft_Visio_2003-2010_Drawing.vsd
UE_2b


UE_1


UE_2a


1. Direct Communication Request 



