
3GPP TSG-SA3 Meeting #111 	S3-233082
Berlin, Germany, 22 -26 May 2023													

Source:	Ericsson
Title:	Update to living document - Initial Trust
Document for:	Approval
Agenda Item:	4.18
1	Decision/action requested
It is proposed to add the proposed changes to the living document [1]
2	References
[1]	S3-232423 Living document for Automated Certificate Management in SBA

3	Rationale
This document proposes updates to the living document [1] for section of set up of initial trust.

4	Detailed proposal

*** START OF FIRST CHANGES ***

[bookmark: _Toc532211225][bookmark: _Toc44943939][bookmark: _Toc122096527]X	Certificate Management for 5GC NFs
      Editor's Note: This clause does not consider infrastructure deployment specifics thus may not be applicable to some deployment scenarios (e.g., 5GC NFs deployed on Cloud Native platform). 
[bookmark: _Toc532211226][bookmark: _Toc44943940][bookmark: _Toc122096528]X.1	General
[bookmark: _Toc532211227][bookmark: _Toc44943941][bookmark: _Toc122096529]Editor's Note: This clause introduces the new chapter and the specific contents to be included in the next sub-clauses. The list of contents to be included in the normative text is not closed yet, so the current outline can be extended with new clauses. 
X.2	Certificate enrolment and renewal for 5GC NFs
Editor's Note: This clause describes the protocol and corresponding procedures for certificate enrolment and renewal for 5GC NFs.
X.2.1	CMP Profiling
Editor's Note: This clause describes the parametrization proposed for CMP protocol framework, and will include sub-clauses corresponding to General Requirements, profile for PKIMessage, profile for PKIHeader field, and profile for the PKIBody field.
X.2.2	CMP transport
Editor's Note: This clause describes the transport options for CMP.
X.3 	Set up of initial trust
This section defines the architecture for the initial trust. The goal is before issuing a TLS end-entity certificate, operator CA/RA shall establish an initial trust with the requestor NF instance to ensure that the requestor NF instance is legit and is entitled to request a TLS certificate. 
The architecture described below introduces a Certificate Management Network Entity (CMNE) functionality to verify the NF identities. It shall also facilitate the initial trust establishment between NF and the operator CA/RA.


Figure 1: Overview of the security architecture.
Unless the operator chooses to issue TLS certificate out-of-band to the NF instance endpoints that need certificate, the initial trust framework shall have a dedicated CA/RA functionality within SBA security domain that provides assurance the SBA certificate automation will proceed with the correct NF instance hosting those endpoints. This functionality shall be delivered by Certificate Management Network Entity (CMNE). The CMNE shall also act as a bridge between operator PKI domain and SBA domain.
ETSI NFV Management and Orchestration (MANO) shall take the role of an OAM in the initial trust security architecture. The MANO shall be responsible for allocating NF identity and security credentials for all network entities in this framework. 
The initial trust security architecture shall follow Zero Trust Architecture principle of not relying on implied trust among NF, CMNE, and OAM. Optionally, the trustworthiness of virtualized 3GPP NF and CMNE shall be ensured by measures outside the scope of this architecture. If cryptographic attestation of virtualized 3GPP NF is in place, the CMNE shall act as a Relying Party. 


Figure 2: High level procedure to build initial trust for NF certificate enrolment

1.	The NF and CMNE shall be securely instantiated with day-0 configuration. The day-0 configuration includes identities and credentials used by the CMNE, operator CA/RA and NF for authentication and establishment of a secure communication channel. 
For example, the initial credential, such as one time secret shall be pre-provisioned for authentication by the operator CA/RA or CMNE to authenticate the NF.
2.	The NF instance id of an end-entity NF is registered in operator CA/RA using procedures between CMNE and MANO that is outside the scope of initial trust framework. 
3.	The operator CA/RA shall provide initial CMP authentication credentials, such as an Initial Authentication Key, to the CMNE. 
4.	The CMNE shall securely pass on the initial CMP authentication credentials to the NF. The initial CMP authentication credentials shall be used in the enrolment protocol to get an end-entity certificate by the NF. The CMNE also provides enrolment information, such as enrolment protocol, the operator CA/RA details and registered NF identity (from step 2) to the NF. 
5.	The NF shall locally generate a key pair and prepare a Certificate Signing Request (CSR) message.
6.	The NF shall authenticate the operator CA/RA using securely pre-provisioned operator CA/RA root certificate (i.e., a trust anchor) in NF. 
7.	NF shall send certificate enrolment request to the operator CA/RA. The request shall include proof of possession of private key that correspondence with the public key to be verified by the operator CA/RA. The NF shall sign the request with its private key and includes the digital signature in the request. The operator CA/RA shall validate the certificate enrolment request based on configured policies using the NF identities registered in step 2. The operator CA/RA shall verify the requestor NF identity in the certificate enrolment request. 
8.	The Operator CA/RA shall validate CSR using the initial CMP authentication credentials (from step 3) of the end-entity NF. 
9.	The operator CA/RA shall generate an end-entity TLS certificate for the requestor NF and uses its private key to sign the response. The operator CA/RA shall return the signed certificate to the NF with the signature and relevant certificate chain. 
10.	The requestor NF shall verify the received signed response containing the NF end-entity certificate using the operator CA/RA trust anchor.

X.4	Certificate lifecycle management 
Editor's Note: This clause describes several procedures dealing with the certificate’s lifecycle management.
X.4.1	Certificates revocation procedures
Editor's Note: This clause describes the recommended certification revocation schemas to be supported in 5GC, in principle CRLs, and potentially (to be evaluated) OCSP and OCSP stapling. Corresponding sub-clauses can be added if required. 
X.5	Validation of usage of X.509 certificate  	
Editor's Note: This clause describes the procedure to indicate and validate the purpose of the X.509 certificates used in 5GC.

*** END OF FIRST CHANGES ***


*** START OF SECOND CHANGES ***	Comment by Author: are there any proposed changes here? If not, you can remove this part

Annex Y (Informative): Guidance in the certificates management procedures left to implementation
Y.1	Introduction
Editor's Note: This clause introduces the new informative annex dedicated to procedures that do not require normative text, but they are rather recommendations in the implementation of the certificate management framework. The list of contents to be included in this annex is not closed yet, so the current outline can be extended with new clauses.
Y.2	NF Certificate Updates
Editor's Note: This clause describes some approaches to be considered in the NF certificate updates in special circumstances (e.g., outages, simultaneous update of a vast number of certificates, etc.)

*** END OF SECOND CHANGES ***
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