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1	Decision/action requested
SA3 is kindly requested to approve the updates to solution #20.
2	References
3	Rationale
This Tdoc addresses the Editor’s Notes in Solution #20 in TR 33.893 v0.7.0.
Regarding the following two Editor’s Notes: 
 	Editor’s Note: it is ffs which entity handles the keys, how UEs are identified and authorized by the CN, and how the ranging service request is protected.
Editor’s Note: further clarification about how the solution works in inter-PLMN use cases it is ffs.
The first two steps are adapted to reuse the procedure in TS 23.273 [9] (Clause 6.14.2) whereby a UE requests/acquires the keys for groupcast/broadcast from the AMF.
Regarding the following Editor’s Note:
Editor’s Note: message fields required for data protection are left for ffs in normative phase.
It is addressed in a new subsection (i.e., 6.20.2.1) that builds on TR 37.355 (Clause 7).
This Tdoc also further proposes an evaluation for this solution.
4	Detailed proposal
[bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc56501548][bookmark: _Toc101349995]*************** Start of changes ****************

6.20	Solution #20: Secure groupcast/broadcast of SL positioning data
6.20.1	Introduction 
This solution addresses KI#5.
This solution proposes to protect the groupcast/broadcast of SL positioning data, in particular, SL positioning capability and SL positioning assistance data, by adapting the communication flow and security mechanisms in TS 38.305 [12] (Clause 7.5) , TS 23.273 [9] (Clause 6.14.2) and TS 37.355 [13] (Clause 7.5) used for the protection of positioning assistance data.
6.20.2	Solution details
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Figure 6.20.2-1 Message flow for secure broadcast/groupcast
The overall message flow proposed by this solution is as follows:
· Step 1: UE1 (and UE2) send a Registration rRequest (similar to TS 23.273 [9], Clause 6.14.2))to join a ranging service. This Registration Request is sent to the RAN that forwards it to the AMF. The AMF retrieves security keying materials/algorithms/etc from the LMF.
· Step 2: UE 1 (and UE2) are configured by means of a Registration Accept (similar to TS 23.273 [9], Clause 6.14.2)) with the corresponding security information as applicable to the ranging service, if the UEs are authorized.
Editor’s Note: it is ffs which entity handles the keys, how UEs are identified and authorized by the CN, and how the ranging service request is protected.
· Step 3: UE 1 / UE 2 determine a ranging trigger that requires the distribution of SL ranging data when in in-coverage (IC) or partial coverage (PC).
· Step 4: UE2 sends a ranging request to retrieve SL positioning data.
· Step 5: CN, e.g., LMF, determines suitable SL positioning data, and protects it as in TS 37.355 [13]. 
· Step 6: Protected SL positioning data is transferred to UE2 in charge of local groupcast/broadcast.
· Step 7: Optionally, UE2 verifies received SL positioning data before broadcast/groupcast. 
· Step 8: UE 1 / UE 2 determine a ranging trigger that requires the distribution of SL positioning data when out of 3GPP coverage.
· Step 9: Optionally, UE2 adds further protection (e.g., scrambling/integrity protection) to SL positioning data.
· Step 10: Protected SL positioning data is sent by means of groupcast/broadcast.
Editor’s Note: message fields required for data protection are left for ffs in normative phase.
In Step 2, UEs may be configured:
· with keys as in TS 37.355 [13] for confidentiality protection when Ues are IC/PC.
· with keys as in TS 37.355 [13] for usage when Ues are OOC. In this case, UE2 uses its key (e.g., as in step 9) for confidentiality protection of SL positioning data.
· With keys for the computation of a MIC that allows e.g., UE1 to verify SL positioning data transmitted in groupcast/broadcast.
· With keys for the scrambling of SL positioning data transmitted in groupcast/broadcast to prevent privacy threats.
If devices are out of 3GPP coverage, Steps 3-7 are not applicable. Instead, the UE (e.g., UE2) may implement the functionality of server UE thus replacing LMF functionality.  
If devices are in-coverage / partial coverage, it is preferable to use Steps 3-7, although these steps may be skipped based on a policy/configuration.
Message in Step 6 may be securely transferred, e.g., as a NAS message.
Protection in Step 9 can be based on TS 37.355 [13] for confidentiality and may include further protection (e.g., integrity protection and/or scrambling protection).
NOTE: The choice of specific security algorithms/keys is left to normative phase.
6.20.2.1	 Message fields required for data protection and protection of the fields
The confidentiality protection for message fields is performed in a similar way as in TS 37.355. The fields required for confidentiality include a cipherSetID, as in TS 37.355, that identifies a cipher set comprising a cipher key value and the counter value.
The message can be integrity protected requiring the inclusion of a message integrity code (MIC) in the message. The definition of cipherSetID in TS 37.355 can be extended to also identify the integrity key used when computing this MIC.
NOTE: Other fields of the AssistanceDataSIBelement in TS 37.355 may be considered during normative phase.
Editor’s Note: further clarification about how the solution works in inter-PLMN use cases it is ffs.
6.20.3	Evaluation
TBD
This solution addresses KI#5.
The proposed mechanisms protect the groupcast/broadcast of SL positioning data, in particular, SL positioning capability and SL positioning assistance data, by reusing/extending the communication flow and security mechanisms in TS 38.305 [12] (Clause 7.5), TS 23.273 [9] (Clause 6.14.2) and TS 37.355 [13] (Clause 7.5) used for the protection of positioning assistance data.

*************** End of changes ****************
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