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1	Decision/action requested
SA3 is kindly requested to approve this update to solution #32.
2	References
3	Rationale
Solution #32 suggests that the format of the U2U discovery message put into the DCR is the same as the normal U2U discovery message. This approach runs the risk of enabling an attacker to capture an integrated discovery message and replay it as a normal discovery message. This may trigger, e.g., two parallel discovery processes / security establishment processes. To ensure the risk is addressed, the following note is suggested: 
NOTE: A distinction between an integrated discovery message and a normal discovery message is required and is ffs.
4	Detailed proposal
[bookmark: _Toc48930850][bookmark: _Toc49376099][bookmark: _Toc56501548][bookmark: _Toc101349995]*************** Start of changes ****************
[bookmark: _Toc128427552][bookmark: _Toc133238326][bookmark: _Toc133238809]6.32	Solution #32: Security for discovery integrated into PC5 link establishment procedure
[bookmark: _Toc128427553][bookmark: _Toc133238327][bookmark: _Toc133238810]6.32.1	Introduction
The solution addresses Key Issue #1: Security for UE-to-UE Relay discovery and Key Issue #2: Security of UE-to-UE Relay.
This solution reuses the Direct Security Establishment procedure defined in TS 33.503 [6] with the following extensions:
-	Extend the Direct Communication Request (DCR) by adding a new parameter (named U2U_Dis_Info) to carry the U2U discovery message.
-	The format of the U2U discovery message put into the DCR is the same as the normal U2U discovery message.
[bookmark: _Toc128427554][bookmark: _Toc133238328][bookmark: _Toc133238811]6.32.2	Solution details


Figure 6.32.2-1:	Security for discovery integrated into PC5 link establishment procedure
1.	The Source UE, Target UE and Relay UE are provisioned with U2U discovery security materials that are used to protect the U2U discovery messages. 
2.	The Source UE generates a U2U discovery message that is protected by the security mechanism specified in KI#1. The format of the U2U discovery message generated here is the same as the normal U2U discovery message.
3.	The Source UE sends Direct Discovery Request (DCR) with U2U_Dis_Info parameter to the Relay UE. The U2U_Dis_Info parameter carries the U2U discovery message.
NOTE: A distinction between an integrated discovery message and a normal discovery message is required and is ffs.
4.	The Relay UE verifies the received U2U discovery message carried in the DCR message using U2U discovery security materials, and then generates a new U2U discovery message for discovering the Target UE. The U2U discovery message is protected by the security mechanism specified in KI#1.
5.	The Relay UE sends Direct Discovery Request (DCR) with U2U_Dis_Info parameter to the Target UE. The U2U_Dis_Info parameter carries the new generated U2U discovery message.
6.	The Relay UE and the Target UE establish a secure connection using the security mechanism specified in clause 6.2 of TS 33.503 [6]
7.	The Target UE replies with Direct Communication Accept message to complete the PC5 link establishment with the Relay UE.
8.	The Relay UE and the Source UE establish a secure connection using the mechanism specified in clause 6.2 of TS 33.503 [6]
9.	The Relay UE replies with Direct Communication Accept message to complete the PC5 link establishment with the Source UE.
10.	The Source UE and the Target UE establish a secure connection using the security mechanism specified in KI#2.
Editor’s Note: Alignment with SA2 integrated discovery is FFS.
Editor’s Note: Justification and content of discovery message in DCR is FFS.
*************** End of changes ****************
[bookmark: _Toc128427555][bookmark: _Toc133238329][bookmark: _Toc133238812]6.32.3	Evaluation
Editor’s Note: Further evaluation is FFS.
This solution addresses the first security requirement of key issue #1 and the first security requirement of Key issue #2 in the scenario where the discovery is integrated into PC5 link establishment procedure.
This solution realizes the discovery security through extending the Direct Communication Request (DCR) by adding a new parameter to carry the U2U discovery message. The format of the U2U discovery message put into the DCR is the same as the normal U2U discovery message.
The solution does not address the End-to-End security requirement between the Source UE and the Target UE.
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