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1
Decision/action requested

Approve the pCR to TR 33.882.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects".

3
Rationale

Clean up the remained ENs.
4
Detailed proposal

****Start of Change ****
4
Assumptions


If sidelink is used for the direct communication between PEMC and PEGC, reuse security procedures defined for 5G ProSe Direct Communication without introducing new features to sidelink.

****Second Change ****
5.1.3
Potential security requirements

The PINE in a Personal IoT network shall be authenticated.

The PINE in a Personal IoT network shall be authorized.


****Third Change ****
6.2.3
Evaluation

This solution addresses the requirement in KI#1 on authentication and authorization for PINE.

In 5GC, SMF determines to trigger the authentication procedure during the PDU session modification procedure. The authorization is performed based on authentication results. Therefore, the solution has impact on 5GC.
The authentication messages are included in a transparent container and conveyed between the PINE and the AF via 5GC. 


NOTE:
It may have impact on 5GS managing credentials.

****Fourth Change ****
6.3.3
Evaluation

This solution is suitable for the case that PINE is preconfigured with credential that is able to be authenticated by external DN-AAA.  

This solution does not require that the PEGC acts as authenticator, i.e., the SMF acts as authenticator, and does not require 5G UP resources for PINE authentication.

This solution requires SMF to support triggering secondary authentication and authorization during PDU Session Establishment and UE initiated PDU Session Modification procedure.

This solution requires SMF to authorize which AAA is allowed or disallowed to authenticate PINE.



****Fifth Change ****
6.5.3
Evaluation

This solution addresses KI#1 and involves two phases: a first phase to authenticate/authorize the PEGC/PEMC and a second phase to authenticate/authorize a PINE.

After the first phase (authentication/authorization of the PEGC/PEMC), the 5GC and PEGC/PEMC are provided with configuration information to facilitate the second phase. 

The proposed solution aims at reusing existing procedures and supports performing PINE authentication/authorization either locally or end-to-end (with an AF) at application layer.

· Performing the end-to-end authentication/authorization over the 5GS has certain impacts such as:Step 7c, providing initial access to perform such end-to-end authentication/authorization.

· Step 9a, informing the 5GS about the result and/or updating provisioned parameters.

· Step 9c, 5GC informing PEGC/PEMC about the result and/or updated provisioned parameters.

The provisioning of information, e.g., in Steps 4, 5, and/or 9, are not fully aligned with SA2 conclusions including, e.g.:
· Storage and retrieval of PIN related policy and QoS parameters 
· Provisioning of the policy and parameters to PEGC by 5GC. 
Thus, the solution impacts the 5GC

This provisioned information is used for local PINE authorization at the PEGC. 
NOTE: The solution may require additional work on security related details. Non-3GPP aspects are outside the scope of the study and normative work. 


****Sixth Change ****
6.6.2
Solution details

It is also assumed that PIN AS has provisioned the PINE ID, authenticated EAP identity and PINE related policies to the UDR.

PIN AS can be the AAA server.

It is assumed that SMF and PCF are aware of EAP identity of PINE.
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Figure 6.6.2-1: EAP-based PINE authentication
1.
PDU Session is established for PEGC.

2.
Application layer signalling is exchanged between the PEGC and the PIN AS. A list of PINEs authorized to access the PEGC are provisioned to the PEGC.

3.
A PINE requests to access the PEGC for traffic relay to 5GS. The request includes identities of PINE, external AAA server address (optional). The identities of PINE could be EAP identity of PINE or PINE ID of PINE. EAP identity of PINE can contains information about PINE ID, MAC Address, PEI, device ID. 

4.
The PEGC authenticates and authorizes the access of the PINE, and allocates IP address for the PINE. This procedure is realized based on non-3GPP access, which is out of scope of 3GPP.

5.
PEGC sends PDU Session modification to the SMF. The PEGC sends EAP identity of PINE, address of the external AAA server (optional), PINE ID, IP address and allocated port number of the PINE to SMF via the modification message.

6-8. The SMF can select the AAA server based on the AAA server address provided by the PINE. The SMF sends the EAP identity of PINE to the external AAA server to trigger EAP-based authentication mechanism. The external AAA server sends the successfully authenticated EAP identity of PINE to the SMF. The SMF terminates the procedure if the authentication is failed.

9.
The SMF updates the PCF with the PINE ID and authenticated EAP identity of PINE in SM Policy Association Modification.

10.
The PCF queries the UDR for PIN Specific Service Parameters PINE ID and authenticated EAP identity, and receives the QoS requirement of the PINE communication.


The PCF derives the PCC rules for the PINE according to the QoS requirement received from the UDR and IP address/port number of the PINE from the SMF.

11.
The PDU Session Modification procedures is triggered.


6.6.3
Evaluation

The SMF can select the AAA server based on the AAA server address provided by the PINE.

PINE is authenticated by AAA server with EAP-based mechanism.

The PCF queries the UDR with authenticated EAP identity, and receives the QoS requirement of the PINE communication.


****Seventh Change****
6.8.3.
Evaluation

In this solution, the security of PINE authentication and authorization is dependent on the authentication method chosen by the PIN owner.


****Eighth Change****
6.10.3
Evaluation

The PIN ID should be taken into account when authorizing the PIN AF for accessing the UDR for modifying data related to that specific PIN ID.


****End of Change****
