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1
Decision/action requested

SA3 is kindly asked to approve the changes to the living document to TS 33.501 on eNPN_Ph2.
2
References
[1] S3-232418
Living document for eNPN_Ph2 (Security aspects of enhanced support of Non-Public Networks phase 2)

3
Rationale

This contribution proposes to add a security mechanism for N5CW devices in the living document [1].
4
Detailed proposal

***************Start of the Change ****************
I.X.4 
Security for access to SNPN services for N5CW devices
The authentication procedure in clause 7A.2.4 is reused with the following modifications. 
-
The authentication mechanisms utilized in step 8 of clause 7A.2.4 should include all key-generating EAP authentication methods. 
-
In step 2, NAI includes identifier of SNPN (i.e. PLMN ID and the NID of the SNPN). 
-
In step 2, if the construction of SUCI as described in clause 6.12 cannot be used and if the employed EAP method supports SUPI privacy, the N5CW device can send an anonymous value SUCI based on configuration.
***************End of the Change ****************
