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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to sol #14 of 3GPP TR 33.884.
2
References

[1]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

This pCR tries to update sol #14 of TR 33.884 [1]
4
Detailed proposal
*************** Start of the Change ****************

6.14
Solution #14: Reusing CAPIF core function initiated revocation procedure to enable user authorization revocation 
6.14.1
Introduction 

This solution addresses the key issue #2 in terms of authorization revocation.

The CAPIF core function/authorization function reuses clause 8.23.4 of TS 23.222 [12] to complete the revocation procedure.

6.14.2
Solution details

It is assumed that the API invoker is an UE/AF in SNA scenarios.
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2. Authorization revocation procedure

1. It is assumed that the authorization is revoked.


Figure 6.14.2-1: User authorization revocation for API invocation procedure.

0.
The API invoker obtains the service API invocation authorization from the resource owner. Specifically, the resource indicates the location information, QoS information, etc. And the API invoker is an UE/AF. 

1.
It is assumed that the authorization is revoked. 

According to clause 8.23.3 of TS 23.222 [12], the CAPIF core function can run Revoke_Authorization.


The UE/resource owner client can reuse the Revoke_Authorization API to provide revocation information to the CAPIF core function/authorization function.

Then the CAPIF core function/Authorization function contains the revocation information.


The revocation information includes the identity (e.g. GPSI, IMPI) of the API invoker, the identity (e.g. GPSI, IMPI) of the resource owner, the target resource identifier (e.g. location, QoS), and the target service API. 

2.
The CAPIF core function/authorization function reuses the procedures in clause 8.23.4 of TS 23.222 [12] to complete the authorization revocation. 


The CAPIF core function should send revocation information, which is received from the resource owner, to the AEF.


The AEF invalidates the authorization based on the revocation information.

6.14.3
Evaluation

TBD

*************** End of the Change ****************
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