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1	Decision/action requested
This contribution proposes to add the security procedure for Ranging/SL Positioning in TS 33.533.
2	References
[1]	TS 33.533 v0.0.0		Security aspects of ranging based services and sidelink positioning
3	Rationale
This pCR proposes to add the security procedure for authorization of Ranging/SL Positioning service exposure to 5GC NF or AF in TS 33.533 [1].
4	Detailed proposal
[bookmark: _Toc131515741]*************** Start of the 1st Change ****************
[bookmark: _Toc131515736]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]	3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".
*************** Start of the 2nd Change ****************
[bookmark: _Toc131515750]6.3	Authorization for Ranging/SL positioning service
Editor's Note: This sub-clause introduces the security requirements and procedures for authorizing the elements (including the UE, application server, network functions) involved in Ranging/SL positioning services. The list of contents to be included in the normative text is not closed yet, so the current outline can be extended with further sub-clauses. 
Editor's Note: This sub-clause may be subject to adjustment of the document structure pending on procedure discussion. 
6.3.x	Procedure for authorization of AF/5GC NF for Ranging/SL positioning service exposure
TS 23.586 [x] clause 5.6.3 specifies that Ranging/SL Positioning services may be exposed to the AF either via direct interaction with the GMLC or via the NEF for an AF in untrusted domain. The LCS architecture is taken as the baseline and the SL-MT-LR procedure defined in clause 6.x.y of TS 23.273 [y] is performed for Ranging/SL positioning service exposure to the AF or 5GC NF. As the service request is received from the AF/5GC NF via the GMLC and the service result is exposed to the AF/5GC NF via the GMLC, the authorization of the AF/5GC NF for service exposure is also performed by the GMLC, by checking the UE privacy profile for Ranging/SL positioning service retrieved from the UDM.


Figure 6.3.x-1: Authorization of AF/5GC NF for Ranging/SL Positioning Service Exposure
1.	The 5GC NF or the AF (via NEF) sends the Ranging/SL Positioning service request to the (H)GMLC for Ranging/Sidelink Positioning location results for the UEs which may each be identified by a GPSI or a SUPI.
2.	The (H)GMLC invokes a Nudm_SDM_Get service operation towards the UDM of the UE1/UE2 to get the authorization information of the UEs against e.g. UE privacy profiles for Ranging/SL positioning services. 
NOTE x:	For step 2, regardless of whether or not UE1/UE2 are managed by different UDMs, separate Nudm_SDM_Get message needs to be sent as the API applies only for one UE and for checking that UE’s subscription.
3.	The (H)GMLC checks the authorization results of both UEs based on the received UE privacy profiles.
If none of the UE grants or one of the UEs does not grant permission for the requested Ranging/SL positioning service, the (H)GMLC sends the response message with the failure cause to the 5GC NF/AF and skips steps 4~10.
If both UEs grant authorization without location restriction, the (H)GMLC invokes a Nudm_UECM_Get service operation towards the UDM of each of the UEs and proceeds to step 10. 
Conditionally, if at least one of the UEs grants authorization which is restricted in a certain area, the (H)GMLC invokes a Nudm_UECM_Get service operation towards the UDM of that UE(s) and proceeds to step 4. 
Editor’s Note: The details of UE privacy profile for Ranging/SL positioning service is FFS. 
4.	[Conditional] For the UE(s) which grants authorization with location restriction, the (H)GMLC invokes the Namf_Location_ProvideLocationInfo service operation towards the AMF to request the Network provided location of the UE. This location request may carry the Ranging/SL Positioning Application Identifier, the indicator of a privacy check related action (i.e. no action, notification, notification and verification, etc.)
NOTE y:	If UE1 and UE2 are managed by different AMFs, the (H)GMLC shall send messages to the corresponding AMFs respectively. 
5.	[Conditional] If the indicator of a privacy check related action indicates that the UE must either be notified or notified with privacy verification and if the UE is in CM IDLE state, the AMF initiates a network triggered Service Request procedure to establish a signalling connection with UE.
6.	[Conditional] The AMF sends the notification invoke message to the UE, indicating the Ranging/SL positioning Application Identifier and whether privacy verification is required. 
7.	[Conditional] The UE returns a notification result to the AMF indicating, if privacy verification was requested, whether permission is granted or denied for the current Ranging/SL Positioning request. 
8.	[Conditional] The AMF returns the Namf_Location_ProvideLocationInfo Response towards the (H)GMLC to return the network provided location of the UE.
9.	[Conditional] Based on the Network provided location of UE, the (H)GMLC checks whether the UE is within the area for granting service authorization to the 5GC NF/AF.
	If the privacy requirements are met, the (H)GMLC proceeds to step 10. If the privacy requirements cannot be met, the (H)GMLC sends the response message with the failure cause to the 5GC NF/AF and skips step 10.
10.	The rest of the Ranging/SL positioning service procedure is defined in steps 4~20 in clause 6.x.y of TS 23.273 [x].

*************** End of the Change ****************
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