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1
Decision/action requested

Approve addition of the pCR to TR 33.848
2
References

[1]
3GPP TS 33.848 Security Aspects; Study on Security Impacts of Virtualisation (Release 18)
3
Rationale

Update the Conclusions and recomendations.
4
Detailed Proposal

***************************************      Start Changes   **************************************

7
Conclusions

This document details 29 key issues relating to the security aspects of virtualisation and 8 solutions.
Many of the key issues detail requirements that can be fulfilled by specifications outside of 3GPP and so do not directly have solutions detailed for them.

The current solutions cover the following key issues:

	Solution
	Key Issues covered

	1
	KI#1, KI#9, KI#11, KI#12 and KI#13

	2
	KI#2, KI#3, KI#4, KI#5 and KI#14

	3
	KI#10

	4
	KI#6, KI#7, KI#15 and KI#25

	5
	KI#13

	6
	KI#13

	7
	KI#10

	8
	KI#9


For key issue #9 there are 2 solutions.  Solution 8 is a refinement of aspect of solution 1 so both solutions can be chosen together.
For key issue #13 there are 3 solutions: solution #1, solution 5 and solution 6.  These solutions are all viable and in many aspects are complementary.  The documentation of the KI#13 reuirements and further detailed requirements should allow for all 3 solutions to be implemented.
The following key issues have no solutions: KI#8, KI#16, KI#17, KI#18, KI#19, KI#20, KI#21, KI#22, KI#23, KI#24, KI#26, KI#27, KI#28 and KI#29.  The requirements from these KI's should be documented in a 3GPP 900 series TR so that they can be referenced by other organisations when deleiverin soltions to them.
8
Recommendations

This document recommends the following:
- The creation of a 3GPP 900 series TR to collect 3GPP security requirements for the virtualisation of 5GC NFs that can be referenced by 3rd parties to provide solutions.
- The creation of a 3GPP 900 series TR detailing attestation requirements and parameters for the virtualisation of 5GC NFs that can be referenced by 3rd parties to provide solutions.

- Updates to existing 3GPP security specifications (such as 3GGP TS 33.501 [6]) or a new 3GPP TS to define the detail of security domains and their properties for 3GGP 5GC NFs.
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