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1
Decision/action requested
Agree to send LS to RAN2/3 with questions and agree that MN shall be able to configure UE/SN not to change key at cell reselection if all cells belong to the same SN.
2
Rationale

In both Qualcomm’s MN SN Counter based approach (https://www.3gpp.org/ftp/Email_Discussions/SA3/SA3%23111/Selective SCG/S3-23abcd-Disc-SCG-activation.doc, called VERTICAL below) and Huawei’s approach based on horizontal key derivations (“draft_S3-23xxxx Discussion about Security of selective SCG activation”, called HORIZONTAL below) the SN gets access to a sequence of KSNs, which the UE can also compute and use to secure communications with a cell when returning to that it.
There are two main problems that need to be addressed:

1. SN caching security state so that a UE can return to a cell without doing a full SN security establishment. How to ensure that SN can refresh the security state when UE returns?

2. When MN prepares a set of SNs with security state to accept a UE, how to ensure that the states are separated so different SNs do not have information about each others security states? (this is solved already today for the case of a single KSNs per prepared possible SN)
2.1
SN Caching security state for returning UEs 
The main difference between the two proposals is that 
· In HORIZONTAL, the SN and the UE computes the next KSN in the sequence from the previous one using a horizontal key derivation

· In VERITCAL, the MN pre-computes the sequence, which then necessarily is finite, and sends the entire sequence to the SN. The SN picks the appropriate KSN when the UE connects.

Security-wise these two approaches appear very similar.

Consequences for computation and storage of the difference are:

· In HORIZONTAL, the UE and SN need to keep synch. This could be handled by the UE signalling the lower bits of a conceptual counter, counting how many horizontal derivations has been done. This is similar to the NCC counter used for synch of KgNBs during handovers.
· In VERTICAL, the MN needs to send to the UE the interval of SN Counter values that the UE should use when connecting to the SN. Additionally, the MN needs to send the entire sequence of KSNs to the SN, which in turn must store these keys. It would not hurt that the UE also in this case informs the SN about which counter value corresponds to the KSN that the UE intend to use.

That is, HORIZONTAL requires less storage and data transmission. It also has the possibility to extend the sequence for much longer that what is practically possible with VERTICAL. However, presumably the sequence would not be very long anyway, so this difference may not matter much.
Q1:
What is a reasonable estimate for an upper bound of the sequence?
The efficiency and flexibility gains for HORIZONTAL come at the price of introducing a new type of horizontal key derivations at the SN. Arguably, this is similar to the well-studied intra-cell handovers but are nonetheless a little further away from the existing DC security solution compared to VERTICAL.
2.2
Separating keys for cells of different SNs

VERTICAL proposes that the SN Counter sequence is broken up in sub-sequences, and that each sub-sequence is used only with cells belonging to a specific SN. The UE is then informed about which counter sub-sequences should be used with which UE. This clearly separates the keys crypographically. At the same time, it chops up the counter and make it less “counter like”.

It is unclear at the time of writing exactly how HORIZONTAL intend to solve this issue but using a unique SN Counter value to compute the first KSN for the horizontally derived key chain would work and would be close to the existing DC mechanism. This would also be a natural extension of the existsing DC mechanism, which can prepare a multitude of SNs with individual and cryptographically independent KSNs.
2.3
Identifying potential target SNs

VERTICAL appears to assume that the UE knows which SN controls any given cell. This is not the case at handover. 

While no unsolvable issues are expected either way, SA3 need to know whether KSN can be tied to a specific cell or to a specific SN, and whether the UE can tell which SN controls a cell.
Q2: Keys in the SNs need to be separated for each SN. Does the UE know which SN it connects to, or does the UE only know which cell it connects to?
2.4
Re-using keys when all cells are in the same SN

While it security-wise does not hurt to derive a new key every time a UE moves to a new cell, it enhances performance if the UE can re-use the same key after cell-change, if the two cells belong to the same SN and PDCP COUNT/BR ID can be ensured to be fresh.

It is proposed that the MN should be able to inform the UE that it shall not change KSN when changing cells in the SN when configuring it. This option would be useful, and simple, if the MN only prepares cells in a single SN.
3
Detailed proposal

It is proposed that SA3 takes the above analysis into account and 
1. sends an LS to RAN2 requesting answers to questions Q1 and Q2 above. 
2. Agrees that the MN shall be able to configure the UE to not change key when changing cells (to be used when MN and SN can ensure that security is maintained).
