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1	Decision/action requested
This document proposes to add supplement to Solution #7.
2	References
[bookmark: _Hlk94278992][1] 3GPP TS 33.870: "Study of privacy of identifiers over radio access".
[2] 3GPP TS 23.003: "Numbering, addressing and identification".
[3] 3GPP TS 33.501: "Security architecture and procedures for 5G System".
3	Rationale
This contribution proposes changes to Solution #7 in TR 33.870, addressing editor notes and adding evaluation.
The proposed evaluation is based on the evaluation conditions defined in clause 5.1.3.
4	Detailed proposal
*** START CHANGE ***
[bookmark: _Toc119921512]6.7    	Solution #7: Concealing length of SUPIs in SUCIs by truncating the SUPIs
[bookmark: _Toc119921513]6.7.1	Introduction 
Editor’s Note: This solution may need to be updated to align with the KI once the ENs in the KI is resolved.
This is a solution to KI #1, using truncation of SUPIs.
Editor’s Note: How low can short-length usernames be truncated to can be determined by the operator.
[bookmark: _Toc119921514]6.7.2	Solution details 
Editor’s Note:  The exact way that this solution addresses requirements in KI#1 needs to be elaborated in detail.
[bookmark: _Toc119921515]6.7.2.1	UE Side
UE shall truncate the username portion before encrypting it using ECIES.
Truncation of SUPIs in NAI format shall be performed by the same component, either USIM or ME that performs the calculation of SUCI in the following manner: 
· Encrypt the username portion using byte-encode, e.g. ASCII.
· Choose one kind of the bytes (e.g. 0-F in hexadecimal) by the random number generator.
· Delete the corresponding byte chosen before on the corresponding positions and record.
· Encrypt the truncated SUPI using ECIES.
NOTE 1:  	SUPI in IMSI format is not truncated because it is fixed length.
NOTE 2:  The UE shall not truncate the SUPI in NAI format when using the null scheme.
[bookmark: _Toc119921516]6.7.2.2	Home Network Side
The UDM invokes the SIDF to de-conceal the SUCI to the truncated SUPI. The UDM restores the original SUPI as follows:
· Supplement the truncated SUPI to the original length according to the record (including the exact bytes and position).
· Decrypt the username portion using byte-decoder.
[bookmark: _Toc119921517]6.7.3	Evaluation
TBD
This solution addresses the requirements of Key Issue#1, making encrypted lengths of identical SUPIs in NAI format unrecognizable to the attacker while supporting 5G-AKA and EAP-AKA'.
The solution has the following impacts on UE and Core Network:
UE: The UE needs to be provisioned with a byte-encoder, a random number generator.
UDM: The UDM needs to restore the SUPI of original length according to the record and transfer the bytes to original characters using a byte-decoder.
*** END OF CHANGE ***
	
	
	



