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1	Decision/action requested
It is proposed to approve the pCR to TR 33.884.
2	References
[1]	3GPP TR 33.884: " Study on application enablement aspects for subscriber-aware northbound API access"
3	Rationale
This contribution proposes conclusions regarding the cliend credentials authorization flow.
4	Detailed proposal
Approve the following changes to TR 33.884 [1]. 
*** Start of Change ***
[bookmark: _Toc134081552][bookmark: _Toc134081659][bookmark: _Toc134016763]7	Conclusions 
[bookmark: _Toc134016764][bookmark: _Toc134081553][bookmark: _Toc134081660]7.0 	High level conclusions
This conclusions are for enhancing CAPIF regarding resource owner awareness. Existing mechanisms without resource owner awareness are still available.
-	Authorization function is part of CCF
-	https is used as protocol between OAuth client and authorization server on the CCF.
Use case A: AF outside of UE is API invoker
-	For mutual authentication of API invoker AF and API exposing function in this use case, TS 33.122 [5] is reused.
-	For mutual authentication of API invoker AF and CCF in this use case, TS 33.122 [5] is reused.
-	For authorization, the OAuth2.0 Framework is one option. The API invoker has the role of the OAuth client.
Editor's Note: for the authorization framework, usage of other options from 33.122 is FFS
Editor's Note: whether and how to enhance other existing mechanisms to be resource owner aware is FFS
-	Authorization code flow and client credential flow provide a different user experience and support different application needs. Thus both flows will be specified in normative work.
Editor's Note: Whether PKCE flow should be used instead of authorization code flow is FFS.
-	The claim in the token includes resource owner identity, thus there is no need for additional UE authentication in API invocation.
-	mutual authentication between resource owner and authorization function has to be performed.
Editor's Note: For authentication between resource owner and authorization function, whether authentication method(s) needs to be specified is FFS. 
Editor's note: which resource owner identity is used is FFS
Use case B: API invoker residing on UE accessing its own resources
Conclusions applicable to both Subcase B.i) and B.ii) below:
-	For mutual authentication of API invoker and CCF in this use case, AKMA is used.
-	For authorization, the OAuth2.0 Framework is used. The API invoker has the role of the OAuth client.
Editor's Note: for the authorization framework, usage of other options from 33.122 is FFS.
-	mutual authentication between resource owner and authorization function has to be performed
Editor's Note: For authentication between resource owner and authorization function, whether authentication method(s) needs to be specified is FFS. 
Editor's Note: API invoker onboarding is FFS
-	The access token issued by the authorization function contains the identity of the resource owner as a claim.
-	The API exposing function restricts the API requests to resources owned by the resource owner identified in the token claims.
Editor's Note: detail of the token is FFS regarding the identification of resource owner and allowed resources of the resource owner
Editor's Note: whether the resource owner is the UE and which identity is used is FFS
Subcase B.i) API invoker part of third party application (e.g. single page application)
Editor's Note: which OAuth flows need to be specified is FFS. 
Client credentials flow with the procedure given in solution #6 is selected as a base for the normative work. This solution can be utilized for address both the cases that the resource owner is the user or the UE.
Subcase B.ii) API invoker part of UE accessing its own resources
Editor's Note: which OAuth flows need to be specified is FFS. 
Client credentials flow with the procedure given in solution #6 is selected as a base for the normative work. This solution can be utilized for address both the cases that the resource owner is the user or the UE.

General open issues:
Editor's note: UE A accessing resource of "UE B" is FFSUE A accessing resource of UE B is out of scope of the present document.
Editor's note: resource owner discussion is FFS
Conclusion for revocation:
-	One or multiple revocation mechanisms are required.
Editor's note: which mechanism to be used is FFS.
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