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1
Decision/action requested

This contribution proposes to approve a new solution for SIV.
2
References

 [1]
ETSI GR NFV-SEC 018: "Network Functions Virtualisation (NFV); Security; Report on NFV Remote Attestation Architecture "
3
Rationale

This pCR proposes to reuse the attestation mechanism and transit model defined in ETSI NFV SEC018 [1]. The only difference is to place two RAS of two layers into proper function blocks to facilitate the following handling after RA.
To be specific, RAS CSP can be placed in MANO and RAS CSC can be placed in MnF.
According to clause 5.6.1 of ETSI NFV SEC018 [1]: “The individual ARs might be shared with other entities, for instance an external entity or with RASs from other Security Domains”, it’s therefore proposed to make RAS CSP share the AR with RAS CSC. 
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4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.848.
***BEGIN OF CHANGE**
6.x
Solution x: Remote attestation using the transitive model 
6.x.1
Introduction

This solution addresses Key Issue 13: Attestation at 3GPP Function Level. 

The solution reuses the mechanism defined ETSI NFV-SEC 018[15] which has proposed a transitive model in clause 5.6.1. In the transitive model, each individual Remote Attestation server (RAS, i.e., remote attestation verifier) verifies the System State Report (SSR, i.e., attestation evidence) it receives and generates an Attestation Result (AR). The individual ARs might be shared with RASs from other Security Domains.
6.x.2
Solution details

All the measurement and verification are performed in the same way as those specified in ETSI NFV-SEC 018[15] which is out scope of this solution. However, compared with transitive model in clause 5.6.1 of ETSI NFV-SEC 018[15], it’s proposed to place the RAS Cloud Service Customer (RAS CSC, i.e. verifier) in MnF which acts as MnS consumer or producer according to 3GPP TS 28.533 [16] and RAS Cloud Service Customer (RAS CSP, i.e. verifier) in MANO respectively.

According to clause 5.6.1 of ETSI NFV-SEC 018[15], the RAS in the MANO can share the AR with RAS in the MnF, which means the MnF will get ARs from both 3GPP application layer and NFVI layer, thus, attestation of a 3GPP NF from the NFVI layer to the 3GPP layer is implemented. As a result, RAS in the MnF can establish a composition of individual ARs (ARs of both VMs and underlying layers) and this composite AR then describes the state of all layers.

After the RAS located in MnF obtain the composite AR of all layers, the MnF can take actions accordingly which can impact both 3GPP application layer and NFVI layer, and the specific actions should be left for implementation. For instance, if the AR of any layer is failure, the MnF can collaborate with MANO to shut down the NF to make it unavailable in 3GPP network. 
6.x.3
Evaluation 

TBD.  
*** END OF CHANGE ***


