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1
Decision/action requested

Approve the changes in clause 4 for inclusion in the living document: draftCR to TS 33.501.
2
References

[1]
3GPP TS 33.558: "Security aspects of enhancement of support for enabling edge applications".
3
Rationale 
It was agreed in SA3 that reuse the DNS over (D)TLS specified in Annex P of TS33.501 to protect the discovery message between UE and V-EASDF. The UE and V-EASDF need to support DNS over (D)TLS, and if the core network is used to configure the security information used for (D)TLS protection to the UE as specified in Annex P of TS33.501, the V-SMF as the specific NF of the core network is used to provide the security information of V-EASDF to the UE directly (i.e., LBO case), or via H-SMF (i.e., case where HR SBO is authorized by HPLMN), during the PDU session establishment or during modification procedure when the V-SMF determines to use a new V-EASDF for EAS discovery. The V-SMF can be preconfigured with the V-EASDF security information, or fetch the information from the V-EASDF.
4
Detailed proposal

Approve the changes below for inclusion in the living document: draftCR to TS 33.501. The latest approved version available in S3-232216.

**** Start of Changes****
T.X
Security of EAS discovery procedure

Editor’s Note: This clause will include the new requirements and proecedures covering the security of EAS discovery procedure.
T.X.1
Security of EAS discovery procedure via V-EASDF in roaming Scenario
In roaming case, when V-EASDF is used as DNS server for EAS discovery, DNS over (D)TLS specified in Annex P of this document should be used to protect the discovery message between UE and V-EASDF. V-EASDF should support DNS over (D)TLS, as specified in RFC 7858 [21] and RFC 8310 [22]. The core network may be used to configure the V-EASDF security information (credentials to authenticate the V-EASDF, supported security mechanisms, port number, etc.) to the UE for (D)TLS setup as follows:
· The V-SMF is preconfigured with the V-EASDF security information.
·  In the case of LBO roaming, the V-SMF provides the V-EASDF security information to the UE via PCO. In the case of HR with Session Breakout (HR-SBO) roaming scenarios, during the PDU session establishment or modification procedure, the V-SMF provides the V-EASDF security information via Nsmf_PDUSession_Create/ Nsmf_PDUSession_Update to H-SMF when the V-SMF determines to use a V-EASDF for EAS discovery, and the H-SMF provides the V-EASDF security information to UE via PCO if HR SBO is authorized.
NOTE: The security information of V-EASDF provided to the UE is only related with the VPLMN parameter. 
**** End of Changes****

