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1
Decision/action requested

Approve the changes in clause 6 for inclusion in the living document: draftCR to TS 33.533.
2
References

N/A
3
Rationale

This contribution proposes to add a new clause about security for unicast direct communication over PC5, the clause includes the protection of both PC5-S message and RSPP transportation for the purpose of Ranging/SL positioning services.
4
Detailed proposal

**** Start of Changes****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[aa]
3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
[bb]
3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
[cc]
3GPP TS 23.586: "Architectural Enhancements to support Ranging based services and Sidelink Positioning".
**** Start of the 2nd Change****

6.X
Security for unicast direct communication over PC5
This clause specifies the security for unicast direct communication over PC5, including the protection of PC5-S message and RSPP transportation for the purpose of Ranging/SL positioning services. 
For V2X capable UEs, the security mechanisms defined for V2X unicast mode communication in TS 33.536 [aa] is used to establish the security for unicast direct communication over PC5.
For 5G ProSe capable UEs, the following security mechanisms are used to establish the security for unicast direct communication over PC5:

· The security mechanisms defined for 5G ProSe UE-to-Network Relay communication in clause 6.3 of TS 33.503 [bb] is used under the scenario of SL positioning for target UE without NAS connection using Located UE (i.e. as specified in clause 6.5.2 of TS 23.586 [cc]). 
· Otherwise, the security mechanisms defined for 5G ProSe unicast mode communication in clause 6.2 of TS 33.503 [bb] is used.
For both V2X capable UEs and 5G ProSe capable UEs: 
· Security policies for the PC5-U of Ranging/SL Positioning service are used to protect the PSPP transporation. The RSPP transporataion security is enforced on PDCP layer. 
· During the the unicast direct communication establishment for the Ranging/SL positioning service, the security protection status of the direct communication is negotiated between UEs by using the security policies as defined in 5G V2X in TS 33.536 [aa] and/or in 5G ProSe in TS 33.503 [bb]. 
**** End of Changes****
