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1	Overall description
SA3 has discussed the support of UE-to-UE Relay discovery security and in particular when using Model A. 
SA3 has concluded in TR 33.740, KI#1 for the Security for UE-to-UE Relay discovery that direct discovery set are protected using a separate set of security material (in addition to the one used to protect the UE-to-UE Relay discovery message). The direct discovery set protection is performed end-to-end between the End UEs, while the UE-to-UE Relay re-transmits them transparently in the UE-to-UE Relay announcement message. 
In UE-to-UE Relay discovery procedure with Model A defined in clause 6.3.2.4.2 of TS 23.304, the UE-to-UE relay includes in its announcement message a list of known End UEs in proximity. The list is constructed based on UEs discovered via previous 5G ProSe UE-to-UE relay discovery or communication procedures.
SA3 has discussed the following issues: 
· Issue #1: stale protected direct discovery sets in the Relay announcement message.
Each protected direct discovery set includes time sensitive UTC-based replay protection. Depending on when Relay decide to send announcements messages relative to when the protected direct discovery sets were received, the Relay may be announcing stale protected direct discovery sets i.e., for which time-based protection has expired. Expired protected direct discovery sets are discarded when received at the monitoring End UE as the replay protection check fails. This issue may impact the Relay ability to announce previously discovered End UEs with Model A.

· Issue #2: protected direct discovery sets from connected End UE in the Relay announcement message.
Obtaining protected direct discovery sets from an End UE discovered via a previous 5G ProSe UE-to-UE relay communication procedure is not supported. Without availability of a valid protected direct discovery set (which is needs to be generated by the End UE using its provisioned direct discovery set security material), the Relay is not able to announce such End UEs.

SA3 has discussed the following resolution mechanisms to address the above issues and kindly request SA2 feedback on:
· Mechanism #1: Relay announcement timing info advertisement for Issue #1
 Relay advertises a timing info (e.g., time window) in the Relay announcement message indicating next Relay announcement opportunity. The End UE use the timing info to synchronize the announcement of its protected direct discovery set accordingly. The Relay receives protected direct discovery sets from End UEs in proximity and ensures close to real time announcement of the received protected direct discovery sets to preserve their freshness.
· Mechanism #2: Relay requesting protected direct discovery set from connected End UE for Issue #2
 Relay requests a protected direct discovery set from a connected End UE when Relay is ready to prepare an Announcement message. The Relay ensures close to real time announcement of the received protected direct discovery set to preserve its freshness.

2	Actions
To SA2: 
ACTION: 	SA3 kindly asks SA2 to take the above information into account and provide their feedback on the above resolution mechanisms.

3	Dates of next TSG SA WG 3 meetings
SA3#112	14 - 18 August 2023		Göteborg, SE
SA3#113	06 - 10 November 2023		Chicago, US



