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1
Decision/action requested

This contribution proposes some corrections to TS 33.523
2
References

[1]

Draft TS 33.523 v1.0.0/v1.0.1
3
Rationale

This contribution proposes a few corrections and clarifications to TS 33.523. the first change is to re-order the scope for easier reading and also add information on what is different to the gNB specification as it is already stated what is the same. A reference number is corrected and some other small editorials are corrected 
4
Detailed proposal

It is proposed to include the below pCR in the latest version of the TS [1]. 
**** START OF CHANGES ****
1
Scope

The gNB can be deployed as more than one entity by splitting the gNB into gNB-CU and gNB-DU(s) and possibly further splitting the gNB-CU into gNB-CU-CP and gNB-CU-UP(s) (see TS 38.401 [5]). The present document contains objectives, requirements and test cases that are specific to the various split gNB network product classes. Test cases for such deployments are provided and are based upon and borrow heavily from the specification for the gNB product class (see TS 33.511 [6]). The main differences are the inclusion of cases for the F1 signalling and user plane connection and the E1 signalling connection on the top of the gNB cases as well as some revised cases to account for the split functionality. The present document also refers to the Catalogue of General Security Assurance Requirements (see TS 33.117 [2]) and formulates specific adaptions of the requirements and test cases given there, as well as specifying requirements and test cases unique to the various split gNB network product class.

**** NEXT CHANGE ****

4.2.2.1.2
Control plane data confidentiality protection over N2/Xn/F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.16 of TS 33.511 [6] but modified as the gNB-CU supports the F1 interface. 

Requirement Name: Control plane data confidentiality protection over N2/Xn/F1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.2 and 9.4.

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection.", "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 9.2 and 9.4. 

Threat References: TR 33.926 [4], clause W.2.2.1 – Control plane data confidentiality protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2]
4.2.2.1.3
Control plane data integrity protection over N2/Xn/F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.17 of TS 33.511 [6] but modified as the gNB-CU supports the F1 interface. 

Requirement Name: Control plane data integrity protection over N2/Xn/F1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.2 and 9.4.

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection.", "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 9.2 and 9.4.  
Threat References: TR 33.926 [4], clause W.2.2.2 – Control plane data integrity protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].

4.2.2.1.4
User plane data confidentiality protection over N3/Xn/F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.R of TS 33.511 [6] but modified as the gNB-CU supports the F1 interface. 

Editor’s Note: The ‘R’ in the clause in the Note referring to TS 33.511 needs correction once the CR to include this test case in TS 33.511 is approved. 

Requirement Name: User plane data confidentiality protection over N3/Xn/F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4.

Requirement Description: "The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane", "The transport of user data over N3 shall be integrity, confidentiality and replay-protected.", and "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4. 

Threat References: TR 33.926 [4], clause W.2.2.3 – User plane data confidentiality protection at gNB.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
4.2.2.1.5
User plane data integrity protection over N3/Xn/F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.S of TS 33.511 [6] but modified as the gNB-CU supports the F1 interface. 

Editor’s Note: The ‘S’ in the clause in the Note referring to TS 33.511 needs correction once the CR to include this test case in TS 33.511 is approved. 

Requirement Name: User plane data integrity protection over N3/Xn/F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4.

Requirement Description: "The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane", "The transport of user data over N3 shall be integrity, confidentiality and replay-protected.", and "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4. 

Threat References: TR 33.926 [4], clause W.2.2.4 – User plane data integrity protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].

**** NEXT CHANGE ****

5.2.2.1.2
Control plane data confidentiality protection over N2/Xn/F1/E1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.16 of TS 33.511 [6] but modified as the gNB-CU-CP supports the F1 and E1 interfaces. 

Requirement Name: Control plane data confidentiality protection over N2/Xn/F1/E1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 5.3.10, 9.2 and 9.4

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection.", "The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected.", "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." and "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 5.3.10, 9.2 and 9.4.  
Threat References: TR 33.926 [4], clause X.2.2.1 – Control plane data confidentiality protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2]
5.2.2.1.3
Control plane data integrity protection over N2/Xn/F1/E1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.17 of TS 33.511 [6] but modified as the CU-CP supports the F1 and E1 interfaces. 

Requirement Name: Control plane data integrity protection over N2/Xn/F1/E1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 5.3.10, 9.2 and 9.4.

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection.", "The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected.", "The transport of control plane data over N2 shall be integrity, confidentiality and replay-protected." "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 5.3.10, 9.2 and 9.4.  
Threat References: TR 33.926 [4], clause X.2.2.2 – Control plane data integrity protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].

**** NEXT CHANGE ****

5.2.4
Operating systems

There are no gNB-CU-CP specific additions to clause 4.2.4 of TS 33.117 [2].
**** NEXT CHANGE ****

6.2.2.1.2
Control plane data confidentiality protection over E1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.16 of TS 33.511 [6] but modified as the gNB-CU-UP only supports the E1 interface. 

Requirement Name: Control plane data confidentiality protection over E1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.10.

Requirement Description: " The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected." as specified in TS 33.501 [3], clauses 5.3.10. 

Threat References: TR 33.926 [4], clause Y.2.2.1 – Control plane data confidentiality protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
6.2.2.1.3
Control plane data integrity protection over E1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.17 of TS 33.511 [6] but modified as the gNB-CU-UP only supports the E1 interface. 

Requirement Name: Control plane data integrity protection over E1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.10.

Requirement Description: " The E1 interface between CU-CP and CU-UP shall be confidentiality, integrity and replay protected." as specified in TS 33.501 [3], clauses 5.3.10.  
Threat References: TR 33.926 [4], clause Y.2.2.2 – Control plane data integrity protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].

6.2.2.1.4
User plane data confidentiality protection over N3/Xn/F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.R of TS 33.511 [6] but modified as the gNB-CU-UP supports the F1 interface. 

Editor’s Note: The ‘R’ in the clause in the Note referring to TS 33.511 needs correction once the CR to include this test case in TS 33.511 is approved.

Requirement Name: User plane data confidentiality protection over N3/Xn/F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4.

Requirement Description: "The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane", "The transport of user data over N3 shall be integrity, confidentiality and replay-protected.", and "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4. 

Threat References: TR 33.926 [4], clause Y.2.2.3 – User plane data confidentiality protection at gNB.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
6.2.2.1.5
User plane data integrity protection over N3/Xn/F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.S of TS 33.511 [6] but modified as the gNB-CU-UP supports the F1 interface. 

Editor’s Note: The ‘S’ in the clause in the Note referring to TS 33.511 needs correction once the CR to include this test case in TS 33.511 is approved. 

Requirement Name: User plane data integrity protection over N3/Xn/F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4.

Requirement Description: "The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane", "The transport of user data over N3 shall be integrity, confidentiality and replay-protected.", and "The transport of control plane data and user data over Xn shall be integrity, confidentiality and replay-protected." as specified in TS 33.501 [3], clauses 5.3.9, 9.3 and 9.4. 

Threat References: TR 33.926 [4], clause Y.2.2.4 – User plane data integrity protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].

**** NEXT CHANGE ****

6.2.4
Operating systems

There are no gNB-CU-UP specific additions to clause 4.2.4 of TS 33.117 [2].
**** NEXT CHANGE ****

7.2.2.1.1
Control plane data confidentiality protection over F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.16 of TS 33.511 [6] but modified as the gNB-DU only supports the F1 interface. 

Requirement Name: Control plane data confidentiality protection over F1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.9.

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection." as specified in TS 33.501 [3], clauses 5.3.9. 

Threat References: TR 33.926 [4], clause Z.2.2.1 – Control plane data confidentiality protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2]
7.2.2.1.2
Control plane data integrity protection over F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.17 of TS 33.511 [6] but modified as the gNB-DU only supports the F1 interface. 

Requirement Name: Control plane data integrity protection over F1 interface
Requirement Reference: TS 33.501 [3], clauses 5.3.9.

Requirement Description: "F1-C interface shall support confidentiality, integrity and replay protection." as specified in TS 33.501 [3], clauses 5.3.9.  
Threat References: TR 33.926 [4], clause Z.2.2.2 – Control plane data integrity protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].

7.2.2.1.3
User plane data confidentiality protection over F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.R of TS 33.511 [6] but modified as the gNB-DU only supports the F1 interface. 

Editor’s Note: The ‘R’ in the clause in the Note referring to TS 33.511 needs correction once the CR to include this test case in TS 33.511 is approved.

Requirement Name: User plane data confidentiality protection over F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9.

Requirement Description: "The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane"  as specified in TS 33.501 [3], clauses 5.3.9. 

Threat References: TR 33.926 [4], clause Z.2.2.3 – User plane data confidentiality protection at gNB.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
7.2.2.1.4
User plane data integrity protection over F1 interface

NOTE 1: This is based on the security functional requirement on the gNB given in 4.2.2.1.S of TS 33.511 [6] but modified as the gNB-DU only supports the F1 interface. 

Editor’s Note: The ‘S’ in the clause in the Note referring to TS 33.511 needs correction once the CR to include this test case in TS 33.511 is approved.

Requirement Name: User plane data integrity protection over F1 interface.
Requirement Reference: TS 33.501 [3], clauses 5.3.9.

Requirement Description: "The gNB shall support confidentiality, integrity and replay protection on the gNB DU-CU F1-U interface [33] for user plane" as specified in TS 33.501 [3], clauses 5.3.9. 

Threat References: TR 33.926 [4], clause Z.2.2.4 – User plane data integrity protection.

Test Case: The test case in subclause 4.2.3.2.4 of TS 33.117 [2].
**** END OF CHANGES ****

