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1
Decision/action requested

It is proposed to approve the solution for TR 33.739.
2
References
[y] 



3gpp TS 33.558, Security aspects of enhancement of support for enabling edge applications
3
Rationale

This contribution proposes updates for solution to address the EN in Solution #26.

4
Detailed proposals

*************** Start of the Change ****************

6.26

Solution #26: Using Authorization Token for authorization between EESes
6.26.1
Solution overview

This solution addresses KI#2.6 on the authorization between EESes.

6.26.X
Solution details: Source EAS decided ACR 
Figure X illustrates an example procedure for EEC Authorization of EEC Context transfer in a scenario where an ACR procedure IS NOT initiated by the EEC and the procedure requires that EEC Context be PUSHED from the S-EES to the T-EES.

In this scenario, the S-EAS may detect the need of ACR locally or is notified by the S-EES via ACR management notifications or UE location notifications. In the same time, the EEC has also subscribed to receive ACR information notifications for target information notification events. 
When the notification is received by the EEC from the S-EES, the EEC responds to the EES with the authorization token to authorize the ACR to be used for the application context transfer from the S-EES and T-EES. The S-EAS make the decision about whether to perform the ACR, and starts the ACR at a proper time.
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Figure 6.26.X-1: S-EAS decided ACR
Phase 0: EEC Configuration and Provision
0.
Same as steps 1-4 in the Figure X. The EEC received the ACR authorization token from the ECS as the results. 

Phase I: ACR Detection

1.
The S-EAS either receives ACR management notifications from source Edge Enabler Sever indicating that ACR may be required ("ACR monitoring" event), or self detects the need for ACR (e.g. upon receipt of a "user plane path change" event or UE location notification.
Phase II: ACR Decision

2.
The S-EAS makes the decision to perform the ACR.
Phase III: ACR Execution

3.
The S-EAS discovers the T-EAS.

4.
The S-EAS sends selected T-EAS declaration message to S-EES, to inform S-EES the determined. The S-EAS may send the ACID and Predicted/Expected UE location or Expected AC Geographical Service Area to the EES. When the EES receives the predicted/expected UE location or Expected AC Geographical Service Area from the EAS, then the EES will determine to monitor the UE mobility.
5.
Based on the T-EAS selection information received from the S-EAS, the S-EES sends the target information notification to the EEC as described in clause 8.8.3.5.3[y]. The selected T-EES may be included in the target information and the ACID which corresponds to the selected target EAS is included in the notification sent to the EEC as described in clause 8.8.3.5.3[y]. 

6.
When the EEC receives the ACR information and authorizes the application context relocation, it responds to the S-EES with the authorization token.

7.
If the T-EES is different than the S-EES and the EEC Context at the S-EES is not stale, the S-EES initiates EEC Context Push relocation with the T-EES with the authorization token received from the EEC. Otherwise, if the T-EES is the same as the S-EES, EEC Context Push relocation is skipped. 

The EES context transfer procedure is the same as in the steps 6-9 in the Figure X and therefore they are not repeated here.
*************** End of the Change ****************
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