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1. Overall Description:
CT1 would like to thank GSMA CVD for the LS on Research highlighting potential 5G and 4G Bidding Down Attacks. CT1 has discussed “Finding 2 - Security Capabilities handling in MME” which is in CT1 remit and would like to provide the following feedback.
[bookmark: _Hlk111017373]
CT1 confirms that MME is not mandated to check/verify 5G security algorithms. Using the HashMME mechanism ensures that the UE indicated 5G security information is correctly received by the MME. If the MME supports the receipt of UE indicated 5G security algorithms, the 5G security information is subsequently replayed to the UE using EPS security protection, and transparently transported in the network. MME will transparently send the 5G security algorithm after receiving them in the replayed NAS message of the security mode complete message from the UE to be assessed or activated by the parts of the network where these algorithms are supported and used (for dual connectivity with NR in RAN or for N1 mode in 5GS).

The evaluation in MME of the UE indicated supported EPS security algorithms is based on network security requirements and subject to network deployment. If the UE indicated EPS security capabilities do not match the capabilities required by the network, then TS 24.301 clause 5.5.1.2.7 case j applies, and the UE will be rejected.

2. Actions:
To GSMA CVD group.
ACTION: 	CT1 asks GSMA CVD group to take the above information into account.

3. Date of Next CT1 Meetings:
3. Date of Next CT1 Meetings:
CT1#142	22nd – 26th May 2023 		Bratislava
CT1#143	21st  – 25th August 2023 		Goteborg
CT1#144	9th   – 13th October 2023 		China (TBC)
CT1#145	13th   – 17th November 2023 		Chicago

