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1
Decision/action requested

Approve the proposed evaluation on solution#21 in TR 33.738 [1].
2
References

[1]
3GPP TR 33.738 "Study on security aspects of enablers for Network Automation for 5G - phase 3"
3
Rationale

This contribution provides evaluation on solution#21 in TR 33.738 [1].

4
Detailed proposal

*************** Start of 1st Change ****************
6.21
Solution #21: Authorization of data and analytics exchange in roaming case

6.21.1
Introduction

This solution is addressing on KI#1. 

This contribution proposes that NRF is used as the authorization server to issue the allowed data/analytics list for the PLMN in the token for the NWDAF consumer.

6.21.2
Solution details
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6.21.2-1: Authorization of data and analytics exchange in roaming case
0. NRF 2 is preconfigured an allowed data/analytics list to indicate which data/analytics is allowed to be provided to other PLMNs.
1. NWDAF 1 sends token request to the NRF 1, the message includes the existing IEs, i.e. the NF consumer type, target NF type, expected NF Service name, serving and home PLMN ID, etc.

2. NRF 1 forwards the token request to NRF 2. 

3. The NRF 2 issues token according to the preconfiguration based on serving PLMN ID. The claim of token contains the allowed data/analytics list related to the serving PLMN ID.

4. The NRF 2 returns the token to the NRF 1.

5. The NRF 1 forwards the token to the NWDAF 1.

6. NWDAF 1 sends Nnwdaf_RoamingData_Subscribe or Nnwdaf_RoamingAnalytics_Subscribe message with requested data/analytics and the token to the NWDAF 2.

7. The NWDAF 2 verifies the service request, including verifying token, and whether the allowed data/analytics list in the token covering with the requested data. 

8. The NWDAF 2 returns the data/analytics to the NWDAF 1.

6.21.3
Evaluation

The solution addresses the authorization aspects in data and analytics exchange in roaming case described in key issue #1. The solution proposes an authorization schema with analytics id granularity to be implemented in NRF.
In this solution, NRF is used as the authorization server to issue the allowed data/analytics list for the PLMN in the token for the NWDAF consumer. In this way, the NWDAF consumer does not need to request a new token once the NWDAF consumer needs to request other data.

This solution also proposes that all the authorization information related to the NWDAF roaming is configured in the NRF. 
The NWDAF profile (and its internal policy) needs to be updated to accommodate for the analytics ID/ data ID level granularity, along with the consumer and PLMN information which can receive this. This information will then be needed to be updated in the NRF, for the NRF to ensure that the NWDAFc is authorized. Finally this will need a change in the access token claims.
*************** End of 1st Change ****************
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