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1
Decision/action requested

SA3 is kindly asked to approve the further conclusions proposed for key issue #2 in TR 33.893.
2
References

[1]
TR 33.893 v0.6.0

Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

This pCR proposes to add further conclusions on service exposure authorization for key issue #2 of TR 33.893 [1].
4
Detailed proposal

*************** Start of the Change ****************

7.1
Conclusion on Key Issue #2
The following conclusions are made on Key Issue #2:
-
To authorize a 5GC NF requesting SL Positioning service, the existing OAuth token-based authorization defined in clause 13.4 of TS 33.501 [8] can be reused. For service exposure of UE’s sidelink position, the authorization needs to be further checked against UE privacy. The GMLC, when receiving Ranging/SL Positioning service request from the 5GC NF, interacts with the UDM to check privacy profiles of the involved UEs and optionally interacts with the AMF for UE privacy verification. Only when the privacy check of all the involved UEs is successful, the 5GC NF is then authorized for SL Positioning service exposure.
-
To authorize an application server requesting Ranging/SL Positioning service, the existing OAuth-based authorization mechanism defined in clause 12.4 of TS 33.501 [8] can be reused. For service exposure of UE’s ranging information, the authorization needs to be further checked against UE privacy, for which the MT-LR procedure specified in TS 23.273 [9] is taken as the baseline. The GMLC interacts with the UDM to check the UE privacy profile and optionally interacts with the AMF for UE privacy verification. Only when the privacy check of all the involved UEs is successful, the application server is then authorized for Ranging service exposure.
NOTE:
Whether the authorization is based on the existing UE LCS privacy profile in UDM or whether it’s new data or profile is to be decided in normative work, and needs to be coordinated with SA2.

Editor’s Note: Further conclusions are FFS. 
*************** End of the Change ****************
