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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution for KI#5 in TR 33.893 on protection for groupcast of SLPP signalling.
2
References

[1]
TR 33.893 v0.6.0

Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

In the current version of TR 33.893 [1], there is a key issue ( KI#5) requiring that the 5GS shall support a means to provide confidentiality, integrity and replay protection of SL positioning signalling in groupcast. This pCR proposes a new solution on how to provision groupcast keys to the UEs and how the UEs use the groupcast keys to protect/verify the groupcasted SLPP signalling.

4
Detailed proposal

*************** Start of the 1st Change ****************
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*************** Start of the 2nd Change ****************

6.0
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues

	Solutions
	KI#1
	KI#2
	KI#3
	KI#4
	KI#5

	Solution #1: Privacy protection for UEs in Ranging
	X
	
	
	
	

	Solution #2: Authorization of 5GC NF for Ranging/SL positioning service exposure
	
	X
	
	
	

	Solution #3: Authorization of Application Server for Ranging/SL positioning service exposure
	
	X
	
	
	

	Solution #4: Subscription-based authorization of the role of the UE during discovery
	
	X
	
	
	

	Solution #5:  Use of authorization tokens at PC5 security establishment
	
	X
	
	
	

	Solution #6: Protection of direct communication for Sidelink Positioning service
	
	
	
	X
	

	Solution #7: Security policy based protection for Ranging/SL positioning service operation
	X
	
	
	X
	

	Solution #8: Security policy based protection for ranging result sent to SL Positioning Client UE
	X
	
	
	
	

	Solution #9: Ranging/SL Positioning discovery and link establishment procedure for V2X capable UEs
	
	
	X
	X
	

	Solution #10: Use of authorization tokens after PC5 security establishment
	
	X
	
	
	

	Solution #11: Client UE authorization for service exposure through sidelink
	
	X
	
	
	

	Solution #12: Ranging/SL Positioning discovery security for 5G ProSe capable UEs
	X
	
	X
	
	

	Solution #13: Security of Ranging unicast communication
	
	
	
	X
	

	Solution #14: Direct communication security for Ranging-based services
	X
	
	
	X
	

	Solution #15: Protection of information over group communication for Ranging/SL Positioning service
	X
	
	
	
	X

	Solution #Y: Protection for groupcast of SLPP signalling
	X
	
	
	
	X

	
	
	
	
	
	

	
	
	
	
	
	


*************** Start of the 3rd Change ****************

6.Y
Solution #Y: Protection for groupcast of SLPP signalling
6.Y.1
Introduction 

This solution addresses Key Issue #5 on Protection of groupcast/broadcast and Key Issue #1 on Privacy protection for Ranging/SL Positioning services. Specifically, it addresses the first requirement in KI#5 and the second requirement in KI#1. 
6.Y.2
Solution details
6.Y.2.1
General
For a group of UEs, when one of the UEs needs to groupcast SLPP signaling and the rest of the group need to receive SLPP signaling, they are normally groupcasting and receiving for the same Ranging/SL positioning Service. Otherwise, the SLPP signaling (e.g. positioning assistant information) groupcasted for service A may not be of any use for the receiving UE of service B, and the information of the groupcasting UE of service A will be unnecessarily exposed to the receiving UE of service B, which leads to privacy issue. In addition, as per TS 23.586 [2], group management can be performed at application layer, which may provide group identifier information to the Ranging/SL Positioning layer. Hence, it is expected that SLPP signaling groupcast is associated with a specific Ranging/SL positioning service. To enable groupcast protection per group and per Ranging/SL positioning service, it is proposed to associate the groupcast keys with group ID (indicating the specific group) and Ranging/SL positioning service code (RSSC) (indicating the specific Ranging/SL positioning service).

To set up unicast communication for exchanging SLPP signaling between a pair of UEs, discovery messages are broadcasted/groupcasted by the UE and the security of discovery messages are protected with discovery security materials provided by the network. For a groupcast capable UE, it should be able to groupcast SLPP signaling without having to establish unicast connection hence no need of performing discovery. Still, the procedure of provisioning discovery security materials can be adapted to provisioning security keys for SLPP groupcast protection. 

Furthermore, it is mostly possible that the two or more UEs involved in a Ranging/SL positioning service may not be subscribed with the same operator. Thus, it is proposed that the 5GC NF serving the groupcasting UE (in one PLMN) generates the groupcast keys, and the 5GC NF serving the receiving UE (probably in another PLMN) obtains the groupcast keys from the generating 5GC NF. The 5GC NF of the receiving UE finds the 5GC NF of the groupcasting UE based on the groupcasting UE info (containing the PLMN ID of the groupcasting UE).

The groupcast keys obtained by the group members could be symmetric or asymmetric keys. To prevent one receiver in a group from impersonating the groupcaster in the group, asymmetric key pairs can be created for SLPP signaling groupcast, of which the private key is provisioned to the groupcaster and the public key is provisioned to the receiver. 
6.Y.2.2
Key provisioning for SLPP signalling groupcast
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Figure 6.Y.2-x: Key Provisioning for SLPP Groupcast Protection
It is assumed that the UEs in a group are all provisioned with a Group ID allocated by the Ranging/SL positioning application and the Group ID contains the service identifier of a specific Ranging/SL positioning service.
1.
The UE intending to groupcast SLPP signaling (G-UE) sends a Key Request message to its PKMF/DDNMF/PCF. The message includes at least the Group ID, G-UE info, an indicator of the UE as a groupcaster. 

2~4.
The PKMF/DDNMF/PCF of G-UE checks with the Ranging/SL Positioning Server on whether G-UE is allowed to perform SLPP signaling groupcast for the Group of the Ranging/SL Positioning service indicated by the Group ID.

5.
The PKMF/DDNMF/PCF of G-UE generates the groupcast keys by associating the keys with the Group ID (so that groupcast keys of one group cannot be used by another group). A groupcast key identifier (GKID) is also generated to identify the keys. The PKMF/DDNMF/PCF of G-UE stores the groupcast keys associated with the Group ID. The groupcast keys could be symmetric or asymmetric key pairs (Private/Public keys), of which the Private key is sent to the groupcaster and the Public key is sent to the receivers.

6.
The PKMF/DDNMF/PCF of G-UE responds to G-UE with the groupcast keys (e.g. Private key) and GKID.

7.
The UE intending to receive the groupcast SLPP signaling (R-UE) sends a Key Request message to its PKMF/DDNMF/PCF. The message includes at least the Group ID, R-UE info, an indicator of the UE as a receiver.

8~10.
The PKMF/DDNMF/PCF of R-UE checks with the Ranging/SL Positioning Server on whether R-UE is allowed to receive groupcasted SLPP signaling for the Group of the Ranging/SL Positioning service indicated by the Group ID. In addition to the Authorization Result, the Ranging/SL Positioning Server also provides the G-UE info of the Group to the PKMF/DDNMF/PCF of R-UE.

11.
If the authorization succeeds, the PKMF/DDNMF/PCF of R-UE sends a Key Request to the PKMF/DDNMF/PCF of G-UE. If the G-UE and R-UE are served by the same PKMF/DDNMF/PCF, this step can be skipped. If the G-UE and R-UE are served by different PKMFs/DDNMFs/PCFs, the PKMF/DDNMF/PCF of R-UE finds the PKMF/DDNMF/PCF of G-UE based on the G-UE info (containing PLMN ID of G-UE). The Key Request contains at least the Group ID, R-UE info, the indicator of the UE as a receiver. 

12~14.
Optionally, the PKMF/DDNMF/PCF of G-UE may check with the Ranging/SL Positioning Server on whether G-UE and R-UE are matching for groupcasting and receiving SLPP signaling for the Group. The request contains at least the Group ID, G-UE info and R-UE info.

15.
If the check with the Ranging/SL Positioning Server succeeds, the PKMF/DDNMF/PCF of G-UE responds to the PKMF/DDNMF/PCF of R-UE with the groupcast keys (e.g. Public key) and GKID. If the G-UE and R-UE are served by the same PKMF/DDNMF/PCF, this step can be skipped.

16.
The PKMF/DDNMF/PCF of R-UE provides the groupcast keys (e.g. Public key) and GKID to R-UE.

17.
G-UE starts to groupcast SLPP signaling which is protected by the group keys (e.g. Private key) received from the network. The groupcast message includes at least the Group ID, GKID, SLPP signaling.

18.
R-UE starts to monitor the groupcast messages. When receiving the groupcasted signaling from G-UE, R-UE retrieves the groupcast keys using the received GKID and verifies the groupcasted message using the groupcast keys (e.g. Public key). 
6.Y.2.3
SLPP signaling protection and verification
For protecting the groupcast message, G-UE does the following steps:

1.
Form SLPP message: SLPP header (incl. GKID) and SLPP payload (SLPP signaling).

2.
Encrypt SLPP payload (SLPP signaling) using the group key (encryption key).

3.
Calculate the MAC of SLPP message (GKID+SLPP signaling) using the group key (integrity key).

4.
Form L2 message by including the protected SLPP message (SLPP message + MAC) as the L2 payload and append the L2 header (incl. Destination/Group ID).
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Figure 6.Y.2-y: Exemplar Format of Protected SLPP Message
For receiving and verifying the protected groupcast message, R-UE does the following steps:

1.
Receive the groupcast message for the expected group by identifying the L2 Destination/Group ID, which is mapped from the Group ID allocated by the application layer.

2.
Retrieve the groupcast keys for verification by identify the GKID in the received message.

3.
Verify the message by checking the MAC of the received message using the groupcast key (integrity key). This is to ensure that the GKID and SLPP signaling are not tampered during groupcasting.

4.
Decrypt the encrypted SLPP payload using the groupcast key (encryption key).

NOTE x:
It is possible that L2 Destination/Group ID may be tampered because the UE cannot protect L2 header which is below PDCP layer. But even if L2 Destination/Group ID is tampered by an attacker, R-UE is able to detect the attack because the integrity protected GKID is associated with Group ID. When R-UE detects that the Group ID associated with GKID is not identical to the Group ID mapped from the L2 Destination ID, R-UE will drop the received message.

NOTE y:
If the groupcast keys are symmetric keys (groupcaster and receivers in a group sharing the same keys), there is the risk that a receiver in a group can impersonate the groupcaster in the group. If the groupcast keys are asymmetric keys (groupcaster holding private key and receiver holding public key), it is not possible for a receiver in a group to impersonate the groupcast in the group. Therefore, it is recommended to generate asymmetric keys for SLPP signaling groupcast.
6.Y.3
Evaluation


This solution fulfils the first requirement in KI#5.

The solution largely reuses the mechanism of discovery key provisioning defined in TS 33.503 [6] for provisioning groupcast keys. Such solution ensures that:

-
The multiple UEs involved in a group of Ranging/SL positioning service but subscribed with different operators are provisioned with the same set of groupcast keys generated by a single network function. 
-
The groupcasters and receivers are authorized per role by the network before obtaining the groupcast keys.
-
The receivers are able to detect whether the unprotected L2 header (containing L2 Destination/Group ID) of the received groupcast message is tampered or not, based on the integrity protected GKID.
-
A receiver in a group cannot impersonate the groupcast in the group if asymmetric keys are generated for SLPP signaling groupcast.
*************** End of the Changes ****************
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