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Decision/action requested

This contribution proposes updates to solution #16 in TR 33.858.
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3
Rationale

The solution #16 propose to use digital identifier to enable the identification of the UE at the network side related to the Onboarding for PALS specific network access, where in the last SA3#109Adhoc-e meeting an EN was proposed by a company to clarify the system availability, reliability and privacy claims related to the proposal. Therefore, this contribution explains the purpose of the digital identifier with a most suitable example from the current 5G system’s functioning i.e., 5G-GUTI to clarify the merits of having an identifier to identify the UE at the network side in way that still preserves the privacy over the air. The 3GPP 5G system already allows using of unique temporary ID(s) that helps in identifying the UE context at the network side (for various aspects like identifying UE context and to perform other subsequent actions at the network) still maintains privacy of the UE over the air, for e.g., 5G-GUTI [2][3]. Another Solid example is also given from RFC 7542 [4] for the scope and purpose of the NAI.
According to TS 33.501[2] Clause 5.2.5 Subscriber privacy 

The UE shall support 5G-GUTI.

According to TS 33.501[2] Clause 5.5.3 Subscriber privacy 

The AMF shall support assigning 5G-GUTI to the UE.

The AMF shall support reallocating 5G-GUTI to UE.

According to TS 23.501[3] Clause 5.9.4 5G Globally Unique Temporary Identifier
The AMF shall allocate a 5G Globally Unique Temporary Identifier (5G-GUTI) to the UE that is common to both 3GPP and non-3GPP access. It shall be possible to use the same 5G-GUTI for accessing 3GPP access and non-3GPP access security context within the AMF for the given UE. 

The 5G-GUTI shall be structured as:


<5G-GUTI> := <GUAMI> <5G-TMSI>


where GUAMI identifies one or more AMF(s).

When the GUAMI identifies only one AMF, the 5G-TMSI identifies the UE uniquely within the AMF. However, when AMF assigns a 5G-GUTI to the UE with a GUAMI value used by more than one AMF, the AMF shall ensure that the 5G-TMSI value used within the assigned 5G-GUTI is not already in use by the other AMF(s) sharing that GUAMI value.
The Globally Unique AMF ID (GUAMI) shall be structured as:


<GUAMI> := <MCC> <MNC> <AMF Region ID> <AMF Set ID> <AMF Pointer>


where AMF Region ID identifies the region, AMF Set ID uniquely identifies the AMF Set within the AMF Region and AMF Pointer identifies one or more AMFs within the AMF Set.

The 5G-S-TMSI is the shortened form of the GUTI to enable more efficient radio signalling procedures (e.g. during Paging and Service Request) and is defined as:


<5G-S-TMSI> := <AMF Set ID> <AMF Pointer> <5G-TMSI>
NOTE 4:
To achieve this, the AMF could, for example, use a random seed number for any process it uses when choosing the UE's 5G-TMSI.
According to RFC 9190, ‘EAP-TLS 1.3’ [5]: 
A client supporting TLS 1.3 MUST NOT send its username (or any other permanent identifiers) in cleartext in the Identity Response (or any message used instead of the Identity Response). Following RFC7542, it is RECOMMENDED to omit the username (i.e., the NAI is @realm), but other constructions such as a fixed username (e.g., anonymous@realm) or an encrypted username (e.g., xCZINCPTK5+7y81CrSYbPg+RKPE3OTrYLn4AQc4AC2U=@realm) are allowed.
According to RFC 7542, ‘The Network Access Identifier’:
# Network Access Identifier: The Network Access Identifier (NAI) is a common format for user identifiers submitted by a client during authentication. The purpose of the NAI is to allow a user to be associated with an account name, as well as to assist in the routing of the authentication request across multiple domains. Please note that the NAI may not necessarily be the same as the user’s email address or the user identifier submitted in an application-layer athentication.
# including a fixed username part is ambiguous as to whether or not the NAI refers to a single user.
Inference:

In contradiction, the onboarding aspects defined in 33.501 uses a fixed username for all UEs, i.e., The procedure defined in TS 33.501 Clause I.2.2.2, uses anonymous SUCI whereas per TS 23.003 Clause 2.2B, the username set to either the "anonymous" string or to an empty string. There is no option to allow usage of temporary identifiers/privacy protected identifiers during Onboarding Procedure. As 23.700-08 [5], Conclusion to KI#4 in Clause 8.4.5 confirms that, ‘If the UE has Default credentials and the UE determines that new credentials for accessing hosting network are needed, the UE uses the Default credentials for the onboarding mechanism’. So, there is no meaning in restricting to use a static string for all UEs or just to skip the username part for the UE privacy. If there exists default credentials, it is possible that the default credentials can include the temporary id/privacy protected id’ which is termed as digital identifier in Solution #16, which can be used ot identify the UE related credentials at the Network side to facilitate Onboarding for the PALS network access, definitely this will improve the UE identification, UE context fetching, and authentication similar to the purpose of 5G-GUTI usage in 5GS.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.858

*****Start of Change 1*****
6.16
Solution #16: Localized Service related authentication and network access
6.16.1
Introduction 

The solution address KI#2.

6.16.2
Solution details

The solution covers the following different scenarios of authentication related to Providing Access to Localized Services (PALS) based on TR 23.700-08.

Considering security aspects related to network access, the authentication scenarios can be broadly classified as two Cases based on the type of credentials used for the hosting network access authentication:

Case 1. The UE hosting network access relies on home network credentials.

1a: 
The hosting network can be PNI-NPN or SNPN and the home network is PLMN.

1b: 
The hosting network can be SNPN and the home network is SNPN

For both scenarios listed above, the UE can determine to use home network credentials based on TR 23.700-08 clause 8.4.5. The primary authentication for case 1 can be similar to TS 33.501 Clause I.6 i.e., based on home network credentials. The primary authentication for case 1b can be based on TS 33.501 Clause I.2, the home network acts as credentials holder using AUSF/UDM. For the above two cases, as the UE uses home network credentials, the SUPI protection with SUCI can be achieved similar to TS 33.501.

Case 2. The UE hosting network access relies on other credentials (e.g., preconfigured/provisioned using application layer outside the scope of 3GPP similar to localized service information preconfiguration described in TR 23.700-08 Clause 8.4.3). For the following cases, it can be possible that the credential holder can hold the provisioned UE credentials to support hosting network access, further it can be possible that in case 2a, the SUPI protection using SIDF functions cannot be achieved due to lack of SIDF support at the localized server provider side, but the localized service provider offers other means to ensure SUPI privacy (i.e., for the NAI). Simialrly in case 2b, it can be possible that the provisioned credentials do not include hosting network public key and related information to support non-null scheme SUCI generation even if the hosting network supports UDM with SID functionality. 

2a: 
The hosting network can be the Onboarding network and the external credential holder can belong to the localized service provider.

2b: 
The hosting network can be the Onboarding network and the credential holder can belong to the hosting network itself.

For case 2a and 2b, it is very essential to consider two main security aspects listed below:

1. 
The procedure defined in TS 33.501 Clause I.2.2.2, uses anonymous SUCI whereas per TS 23.003 Clause 2.2B, the username set to either the "anonymous" string or to an empty string. Where the first option is a static string and the later one is skipping the username part. In both cases, the main threat is that an end user can launch DDoS over the network, and the network will be able to identify the UE only after executing multiple round-trips of authentication related message exchanges leading to DDoS with flooding over the network. 

2. 
According to TR 33.926, Denial of service (DoS) attacks deny service to valid users, and it insists that, ‘need to protect against certain types of DoS threats simply to improve system availability and reliability’. Further it states, ‘A large number of compromised or misbehaving user equipments (UE) can cause a fault on the GNP with a consequent denial of service.’.

So, any security procedure including authentication procedure should take into account these finding to improve the security from the previous releases. Therefore, following aspects are proposed for case 2a and 2b, if non-null schemes cannot be used for SUPI protection.

For Case 2a and 2b if the SUPI privacy with non-null SUCI generation is not feasible, then it is proposed that, the credentials provisioned to the UE and the credential holder will contain an identifier (ID) which is associated to the actual SUPI related to the localozed service subscription information. This ID do not leak any information about the UE/User (i.e., it can be anonymous or pseudonymous and it assignment is completely upto the localized service provider outside the scope of 3GPP). This ID is termed as digital identifier in general here in this solution. The UE while generating the null SUCI from the SUPI, the UE uses only the digital identifier as username part of the NAI to ensure SUPI privacy during primary authentication. 

For NAI based SUPI, if the UE is provisioned with a digital identifier, then the UE can use the digital identifier as the username part of NAI for SUCI generation. The SUCI construction related to scheme Output can be same as described in TS 33.501, but the SUPI type should be set as digital identifier based NAI type. 

For case 2a, the AUSF/UDM can forward the SUPI, which is digital identifier username based NAI, further the external CH (e.g., AAA) can fetch associated subscription information and executes primary authentication as defined in TS 33.501 Clause I.2.2.2.2. 

For case 2b, the UDM on receiving the SUCI with SUPI type indicating ‘digital identifier based NAI type’, deconceals the SUCI as in TS 33.501, fetches the SUPI (i.e., NAI SUPI) related to the digital identifier and continues with the existing authentication procedure defined in TS 33.501.
As clearly stated in RFC 7542, the purpose of the NAI is to allow a user to be associated with an account name, as well as to assist in the routing of the authentication request across multiple domains. In alignment the proposal in this solution allows the NAI to use a digital identifier (i.e., available as part of the default credentials related to PALS service) in the username part which allows the external CH to find the default credentials related to the UE and initiate a suitable authentication. Further the realm part of the NAI facilitates to route to the right external CH.


NOTE: As an option if required based on the configurations available in the default credentials, the NAI can be signed by the UE and the external CH can verify the sign., e.g., legacy AAA is already capable of doing this as covered in generic AAA architecture RFC 2903 
6.16.3
System impact

For case 1, no impact as existing mechanism from TS 33.501 is reused.

For case 2, the UE need to support an identifier which do not reveal any information about the UE to be used in username part of the NAI to access the network. The credential holder needs to fetch the actual subscription information/identifiers associated to the digital identifier to perform the authentication.
6.16.4
Evaluation

The solution addresses KI#2 and it has the following impact.

The UE based on default credentials configured for the PALS service sets the username as digital identifier. This ensures privacy as well as prevents any tracking based on NAI as this privacy protected identifier is only used for the purpose of onboarding (i.e., the scope of this identifier usage is limited to the time until a successful onboarding is done).

*****End of Change 1*****
