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1
Decision/action requested

This pCR proposes a solution to KI#1 in TR 33.894.
2
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3
Rationale

This contribution provides a solution to address KI#1 in TR 33.894. 
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
7.Y
Solution #Y: NF State related data collection to enable security monitoring in the Core network

7.Y.1
Introduction

The solution addresses KI#1.

The solution describes how data can be collected and evaluated to enable security monitoring for the NFs in the core network. The data that need to be collected related to security monitoring can include expected security state information related to a NF (i.e., an evaluation target). The collected the NF state information need to go through integrity verification to enable the overall security monitoring process. In this document the solution scope is limited to the SBA part of the core network. 

7.Y.2
Solution details

The expected security state information related to a NF can be identified with certain information and evaluated based on its integrity verification. The information related to the NF security state can include NF profile (defined in TS 23.501 Clause 6.2.6.2), and security configurations (e.g., related to local policy, authentication/authorization method used based on operator implementation). The type of data collection and security evaluation can be specific to the different phases that a NF goes through during it’s lifetime, i.e., During NF service registration and a related NF service registration update phase, the data related to the security state of the NF can be collected and evaluated for security analysis as shown in Figure 7.Y.2-1. 
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Figure 7.Y.2-1: Procedure to enable Security Monitoring during NF service registration and service update

1. NF service consumer (which consumes NRF services), i.e., an NF instance sends Nnrf_NFManagement_NFRegister Request message to NRF to inform the NRF of its NF profile when the NF service consumer becomes operative for the first time as described in 23.502 Clause 4.17.1. Inaddition, it includes NF security state information (which is signed using its private key). NF security state information can include information such as NF profile, and security configurations.
NOTE 1:
NF service consumer's NF profile is configured by OAM system as in TS 23.502 clause 4.17.1.

2a.
The NRF on receiving signed NF security state determines to verify it and performs step 2b-c.
2b. The NRF sends a NF trust data request to the S-TESF with NF service consumer ID (such as NF instance ID) and the NF security state information.

2c. The S-TESF verifies the received signed NF security state information by using the public key of the NF instance ID. Further the S-TESF also verifies the received NF security state information with the locally configured/managed NF security state information (e.g., it can be provided by OAM as a baseline/reference for the security state information related to a NF ID) to check if it matches successfully. 

 The S-TESF sends a NF trust data response message with NF instance ID and result as success.
In case if the NF security state information verification fails, the S-TESF sends a NF trust data response message with NF instance ID, and result as trust validation failure.
2d. The NRF on receiving the success indication, stores the NF profile of NF service consumer and marks the NF service consumer available.
In the failure case, NRF do not store any information received in step 1. 
3. The NRF acknowledge NF Registration is accepted via Nnrf_NFManagement_NFRegister response.
In the failure case, the NRF can send NF Register response with error code and trust validation failure indication.
NF service update (e.g., triggered after a scaling operation) can be same as described in 23.502 Clause 4.17.2, with additional NF security state verification related adaptations described above. Further additionally, in step 2c, the S-TESF can fetch and provide the NRF with the security evaluation information (if available) related to the NF instance ID. In step 2d and 3, the security evaluation information also is considered by the NRF to determine if an NF service update can be accepted or not. 
NOTE 2: The data collection and evaluation related to security monitoring can be initiated based on local policy e.g., during various phases of a NF lifecycle such as network service registration, network service update, and network service access.
7.Y.3
Evaluation

The solution address the KI#1 and it incudes the following impacts. A new NF or NWDAF need to offer the S-TESF related service to enable security monitoring. This solution helps to identify any unauthorized changes that occurs in a NF state (e.g., integrity of the NF’s configured information can be checked).

The evaluation targets i.e., NF in the core network need to collect information related to NF security state and provides the integrity protected information to the S-TESF for verification. 

S-TESF: Need to verify the information related to NF security state information and provides results. The NWDAF or a different function can offer the service(s) related to the S-TESF described in this solution, the final decision on which function need to offer the S-TESF service is upto the conclusion or normative work.
NRF: Based on local policy, can use the security state verification results to improve security posture (e.g., to determine NF service updates and service access control respectively).
*****End of Change 1*****
NF Service Consumer
NRF
1. NF Register Request/Update Request
(NF type, NF ID, NF Profile, 
NF Security State)
3. NF Register Response/Update Response
(Success)
2a. Verify NF Security State.
NF
(Security and Trust Evaluation Service Function)
2b. NF Trust data request
(NF ID, NF security state)
2c. NF Trust data response
(Result, Trust information)
2d. NRF stores the NF producer profile.



