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1
Decision/action requested

This pCR propose to update Clause 5.4 Tenet #5: Security posture in TR 33.894.
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3
Rationale

This pCR provides updates to Clause 5.4 Tenet #5: Security posture based on information from NIST [2]. 

This contribution uses baseline from S3-223865 handled in last SA3#109/S3-231343 handled in last SA3#110.
4
Detailed proposal

SA3 is kindly requested to agree on the pCR below to TR 33.894
*****Start of Change 1*****
5.1.4
Tenet #5: Security posture
5.1.4.1
Description 
According to tenet 5 in [2], "The enterprise monitors and measures the integrity and security posture of all owned and associated assets". Where [2] states in part that, ‘The enterprise evaluates the security posture of the asset when evaluating a resource request. An enterprise implementing a ZTA should establish a continuous diagnostics and mitigation (CDM) or similar system to monitor the state of devices and applications and should apply patches/fixes as needed. Assets that are discovered to be subverted, have known vulnerabilities, and/or are not managed by the enterprise may be treated differently (including denial of all connections to enterprise resources) than devices owned by or associated with the enterprise that are deemed to be in their most secure state. This may also apply to associated devices (e.g., personally owned devices) that may be allowed to access some resources but not others. This, too, requires a robust monitoring and reporting system in place to provide actionable data about the current state of enterprise resources.’ 

Further according to clause 2.1 Tenets of Zero Trust in [2], ‘The tenets listed in [2] attempt to be technology agnostic.’.

The relevant principle from above tenet which can be considered for the 5GS core network is, the monitoring and reporting mechanism to provide actionable data about the NFs. Further the NF security posture evaluation information can also be considered during resource request (i.e., NF service request).
5.1.4.2
Relevant security mechanisms 
The mechanisms specified in TS 23.288 [6] pertaining to data collection from NFs, e.g., clause 6.2.2 and analytics, e.g., clause 6.3 to 6.13 covers the general network related data collection, monitoring, and notification aspects (e.g., such as NF load analytics, NF performance analytics etc.,). Further in clause 6.7.5, even the NWDAF supports abnormal behaviour (e.g., being misused or hijacked UEs) related network data analytics (e.g., identified suspicion of DDoS attack), generates notifications to PCF/AMF/SMF to take NF actions for risk solving. But the actual data to be collected and handled for security related NF monitoring and notifications were not supported by 5G core.
5.1.4.3
Evaluation 
In general, the tenet touches upon two aspects. The first one is related to operation security. In this regard, it is expected that the proper security practices and guidelines are followed during deployment and operations in order to detect and mitigate vulnerabilities. This includes as described in [2] regular updates, security patches, and mitigation plans should there be a breach, etc. The enforcement of such practices depends heavily on the implementation and deployment context, e.g., infrastructure, enterprise network, etc. Therefore, it does not warrant the development of standard solutions. Nevertheless, it is worth mentioning that the 3GPP security standards in general are continuously evolving. In fact, vulnerabilities in the security mechanisms revealed either by individual 3GPP members or through one of the established CVD programs are always discussed and remediated whenever deemed necessary. 


For the second aspect related to monitoring and measuring required to evaluate the security posture of the assets (i.e., NFs), currently in 5G core the NWDAF supports data collection, monitoring and notification for general aspects related to NF load, performance etc. But there is no mechanism specified to support data collection for security monitoring, evaluation (e.g., security posture of NFs) and reporting. 

*****End of Change 1*****
