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1	Overall description
SA3 has been studying key issue#2.1: Authentication and authorization of the EEC/UE by the ECS/EES (TR 33.739). Currently the key issue is in conclusion phase, below is the conclusion captured until now:[bookmark: _Toc128687198]7.5		Conclusions for Key Issue #2.1
It is concluded to reuse authentication and authorization mechanism specified in TS 33.558 to realize authorization and mutual authentication between UE and ECS/EES.
Server side certificate-based TLS authentication is mandatory supported.
It is concluded to clarify in the normative work that ECS/EES can retrieve the GPSI from the core network if necessary and the ECS/EES should not trust the GPSI received from the EEC/UE.
NOTE: Token-based solutions (e.g., Solution #25 for EEC/UE authentication by the ECS/EES) are left to implementation.
Editor’s Note: If no EEC/UE side authentication and authorization performed and only Server side certificate-based TLS authentication is performed, then details on restricting the privileged services and/or UE specific information that to be provided from ECS/EES to the UE to be considerd in collobration with SA6 is FFS
Editor’s Note: Further conclusion is FFS.

SA3 concluded to reuse the authentication and authorization mechanism specified in TS 33.558 for mutual authentication between UE and ECS/EES. Future, SA3 concluded to have mandatory support for only server side authentication in case if there is no common mutual authentication method supported, as to serve the EEC/UE. If only server side authentication is performed, then it is required to restrict the information provided to the unauthenticated EEC.  
SA3 identified not to provide the subscribe service and Security Credential to the unauthenticated EEC/UE. SA3 would request SA6 to align the TS 23.558 with the SA3 conclusion. SA3 would like to suggest a possible implementation of the conclusion in the TS 23.558 for restricting security credential as follow:
Table 8.3.3.3.3-2: EDN configuration information
	Information element
	Status
	Description

	EDN connection information (NOTE 1)
	M 
	Information required by the UE to establish connection with the EDN.

	> DNN/APN
	M
	Data Network Name/Access Point Name

	> S-NSSAI
	O
	Network Slice information

	> EDN Topological Service Area
	O 
	The EDN serves UEs that are connected to the Core Network from one of the cells included in this service area. See possible formats in Table 8.2.7-1.

	List of EESs
	M
	List of EESs of the EDN.

	> EESID 
	M
	The identifier of the EES

	> EES Endpoint 
	M
	The endpoint address (e.g. URI, IP address) of the EES

	> EASIDs (NOTE 2)
	O
	List of EASIDs registered with the EES.

	> instantiable EAS information
	O
	The EAS instantiation status per EASID (e.g. instantiated, instantiable but not be instantiated yet)

	> EES Provider identifier
	O
	The identifier of the EES Provider (such as ECSP) 

	> EES Topological Service Area
	O
	The EES serves UEs that are connected to the Core Network from one of the cells included in this service area. EECs in UEs that are located outside this area shall not be served. See possible formats in Table 8.2.7-1. 

	> EES Geographical Service Area
	O
	The area being served by the EES in Geographical values (as specified in clause 7.3.3.3)

	> List of EES DNAI(s)
	O
	DNAI(s) associated with the EES/EAS. This IE is used as Potential Locations of Applications in clause 5.6.7 of 3GPP TS 23.501 [2].

	> EES Service continuity support
	O
	Indicates if the EES supports service continuity or not. This IE also indicates which ACR scenarios are supported by the EES.

	> EEC registration configuration
	M
	Indicates whether the EEC is required to register on the EES to use edge services or not.

	> Security Credential (NOTE 3)
	O
	Indicates the security credential sent by the ECS. The security credential is used by EEC to communicate with the EES as specified in 3GPP TS 33.558 [23], clause 6.2.

	Lifetime
	O
	Time duration for which the EDN configuration information is valid and supposed to be cached in the EEC.

	NOTE 1:	If the UE is provisioned or pre-configured with URSP rules by the HPLMN, the UE handles the precedence between EDN connection info and URSP rules as defined in 3GPP TS 23.503 [12] clause 6.1.2.2.1. EDN connection info is considered to be part of UE Local Configurations. 
NOTE 2:	EAS information is limited to the EEC requested applications. If no AC profiles were present in the service provisioning request, the EAS information is subject to the ECSP policy (e.g. no EAS information or a subset of EAS information related to the EES).
NOTE 3:   Included only if the EEC is authenticated by the ECS.



Further SA3 requests SA6 to align the requirements and subscribe service in TS 23.558 (clause 5.2.6.2 and 5.2.7.2) according to the SA3 decision on performing only the server side authentication. 
2	Actions
To: SA6 
ACTION: 	SA3 requests SA6 to kindly align the TS 23.558 with the SA3 decision on one-sided authentication.
3	Dates of next TSG SA WG 3 meetings
SA3#111	22 - 26 May 2023		Berlin, Germany

