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1
Decision/action requested

This paper discusses and proposes a way forward for secondary authentication and authorization for Layer-3 UE-to-network relaying.
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Rationale

3.1 Background

In Rel-17, SA3 proposes to support Secondary Authentication & authorization for Layer-3 5G ProSe UE-to-Network Remote UE without N3IWF support, however, the related work was not possible to complete. And then SA sends LS SP-220716/S3-221735 stating that SA has agreed that SA2 and SA3 should work on PDU Session Secondary Authentication in Rel-18 as per normal 3GPP working procedures. 

In SA3#108e-AdHoc (Oct 2022), response from SA2 is received in S3-222462 (S2-2207838) also indicates
SA2 requests that SA3 keeps SA2 informed of their progress. SA2 expects that any work related to architecture and procedures in this area will be performed via collaboration between the 2 WGs.
3.2 Discussion and proposals

3.2.1
SA3 TEI18 WID
SA3 TEI18 WID S3-222366 includes the following:

3 Justification

…
Support for Prose Secondary Authentication is needed to enable a Remote UE to access a DN that requires a Secondary Authentication. A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC. Without the support for ProSe Secondary Authentication, when a Remote UE attempts to connect via a ProSe UE-to-Network Relay to a DN requiring the Secondary Authentication, it leads to one the following negative outcomes:

 -  the DN denies service to the Remote UE, as the DN may consider the Remote UE as an abnormal UE or 

 -  the Remote UE obtains unauthorized access to the DN and network resources without proper credentials/authorization. 

[Observation-1] The justification text “A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC” assumes that a DN is used for both direct network connectivity and L3 UE-to-Network Relay connectivity.
Per TS 23.304 v17.6.0,

5.4.1.3
Policy control and session binding to support 5G ProSe Layer-3 UE-to-Network Relay without N3IWF

To enable support for policy control for 5G ProSe Layer-3 Remote UEs accessing 5GC via a 5G ProSe Layer-3 UE-to-Network Relay without involving N3IWF, the policy control functionality specified in TS 23.503 [9] is applied with the following functionalities:

-
The 5G ProSe Layer-3 UE-to-Network Relay, the SMF and PCF shall be configured with DNN(s) dedicated for UE-to-Network Relay connectivity as specified in clause 5.1.4.1).

[Observation-2] The SMF and PCF shall be configured with DNN(s) dedicated for L3 UE-to-Network Relay connectivity without N3IWF, which implies in this case the assumption in [Observation-1] is not valid.   

3.2.2
Aspects not addressed by the draft CR (living document)  
Below is a short analysis on the proposal from SA3 draft CR S3-231620:
There are several aspects regarding architecture and procedures assumptions that are not clear, e.g. 

#1 As mentioned above a dedicated DNN is used for relay traffic, it is unclear what is the architecture assumption on the DN deployment for the relay traffic in the Remote UE’s HPLMN and Relay UE’s HPLMN. How would the solution work if Remote UE’s UDM does not have the Relay UE’s DNN info? How would the solution work if Remote UE and Relay UE are from different PLMNs? 
It is assumed in the draft CR that the roaming agreement in CP-based security procedure can apply, which in our view is not the case, e.g. roaming agreement for secondary authentication/authorization for L3 Remote UE requires the same DNN configuration in session management subscription data of the Remote UE and Relay UE, while roaming agreement for CP-based security does not have such requirement.

#2 It is unclear whether and how the SMF would use the same session established with DN-AAA for secondary authentication of Relay UE or establish a new session for each Remote UE with DN-AAA. How does the interaction between SMF and DN-AAA look like, including UE IP address/MAC notification, DN authorization information from DN-AAA?
#3 The draft CR assumes Remote UE Report is reused to trigger secondary authentication of Remote UE. However Remote UE Report is sent by Relay UE only after a successful PC5 link establishment procedure as specified in TS 23.304, which means other procedures over PC5 e.g. QoS handling, IP address allocation defined in TS 23.304 are also triggered in the meantime. The procedure impacts due to such altered usage of Remote UE Report is unclear.

#4 The draft CR also assumes AMF can intercept Remote UE Report i.e. a NAS SM container message and resolve Remote User ID into SUPI then provide to SMF. Such proposal is unusual and breaks the normal transparency handling principle of NAS SM container in AMF. The proposal has also implication on SA2 procedure that both MM and SM messages will have to include Remote User IDs, which is a very unusual design. 

The impact of such architecture changes is unclear.

#5 ENs are not addressed

Editor’s Notes: How to support multiple Remote User IDs in Remote UE Report is FFS.     

Editor’s Notes: how SMF is notified with the 5G ProSe remote UE’s subscription update is FFS
In addition, it is our view that the need for the secondary authentication and authorization for Layer-3 5G ProSe UE-to-Network Remote UE without N3IWF support is independent of security procedures used for PC5 link security establishment (UP or CP based solution). 

NOTE:  Secondary authentication and authorization is also known as “PDU Session Authentication” in S3-231620.
[Observation-4] There are architectural and procedural aspects that require collaboration with SA2.

3.2.3
Proposals
[Proposal-1] It is proposed to send LS to SA2 (as requested in S3-222462) to get SA2’s feedback. 

4
Detailed proposal

[Proposal-1] It is proposed to send LS to SA2 (as requested in S3-222462) to get SA2’s feedback. See proposed LS in S3-231952.
