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Decision/action requested

Based on the discussions in the present document, it is requested to endorse the proposal
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Background and motivation
SA3 is studying enhancements to AKMA [1,5] including adding support for roaming and has in the WID [6] previously committed to study regulatory compliance related to Lawful Intercept (LI). The difficult roaming case is when the AKMA AF is located in the HPLMN and the VPLMN has requirements on LI for inbound roamers. There are two main directions to consider to address this:

1. Not enabling AKMA in roaming (at least not AKMA-based encryption). A solution of this type is currently the only defined solution for S8HR/N9HR VoLTE/VoNR roaming. This solutions is not optimal from user privacy point of view.

2. Defining an LI solution which enables decryption in the VPLMN. 

During the recent SA3#110, there was also discussions on whether (2) is best done via standardization, or, as proprietary solutions by different vendors.

In the draft TR [5] the focus has been on how to provide decryption parameters such as keys from the HPLMN to the VPLMN. The present discussion document aims at digging more deeply into exactly what this means from technical point of view. Focusing only on the very provisioning decryption keys/parameters itself appears to be a major over-simplification. It is argued in the present document that there are many issues also with the current AKMA-related standards leading to the conclusions that 

· Support for LI needs to be standardized in order to lead to a feasible and robust LI approach. A non-standardized approach is likely going to make option (1) above the norm.
· SA3LI cannot do this in isolation since both existing and new SA3 specifications likely need to be modified with LI support.

The following main problem areas are identified and describe in the sequel:

· Problems related to synchronization and race conditions
· In particular problems related to mid-session intercept

· Problems related to Ua* protocol (TLS) specifics

· Problems related to network architecture

4
Problem description
4.1
General issue: provisioning vs triggering

The LI architecture of [4] has two main means for “activating” LI on targets. It can be done by provisioning, where the LI system is “pre-configured” with information on which target to intercept, what services to intercept, etc. In some cases, provisioning is not possible e.g. because the target identifier relevant for intercept cannot be fully match with a SUPI until later, possibly at the instant when the target initiates a specific service, It may not even be known in advance which services (i.e. AKMA AFs) that might be accessed. Use of encryption will (as discussed in more detail below) generally imply more need triggering-based LI, and when we are in a roaming case, the extra delays introduced cannot be neglected. Observe that in a roaming case, the triggering of LI in VPLMN by most likely needs to involve the following steps:
1. Transfer of security parameters (keys etc) from AF (possibly also AAnF) to the non-LI part of some NF in the VPLMN.

2. Transfer of the information from the non-LI part of said NF to the LI-part of the VPLMN.

3. Execution of the triggering inside the VPLMN LI system.

The reason for this “detour” is that it would most likely be unacceptable to have a direct connection between the LI-systems of the HPLMN and VPLMN. Additionally, extra delays due to traffic passing one or more NEF and/or SEPP, etc, needs to be considered.
4.2
Synchronization issues

The encryption/decryption process is dependent on synchronization, most often in the form of knowledge of a packet sequence number or the like. This sequence number is seldom present in its entirety, in-band in the packets. If the session has progressed for a while, this sequence number is unknown in the VPLMN. This leads to problems if LI is activated in the middle of a session, even if the keys have already been transferred to the VPLMN at an earlier stage. 
4.3
Ua* protocol cipher suite issues
When TLS is used as Ua* protocol (which is expected to be the most common protocol), the following applies according to [1, 2]. (Other Ua* protocols are however likely to exhibit similar problems.)
If the procedure of B.1.2 of [1] (extending clause 5.2 of [2]) is used, the first step is to establish HTTPS-connection (TLS-tunnel) with the AF based on a server certificate of the AF. In this case, encryption between UE and AF will commence immediately (at the end of the TLS handshake) and will not be based on AKMA-derived keys. The AKMA key is only taken into use inside the established TLS-tunnel to authenticate between UE and AF. This means that knowledge of any or all AKMA keys is still insufficient for decryption at VPLMN. The necessary keys and other decryption parameters have to be transferred from the AF in the HPLMN. Since this is only possible after the TLS tunnel has been established, there is a race-condition. Even if the subscriber was determined to be target for LI in the VPLMN when (or before) the connection to the AF was initiated, there is a risk of under-collection in the VPLMN: the first packets may not be possible to decrypt, at least not immediately. Even if it was possible to statically configure the AF (e.g. to always use a certain cipher parameters), there are also parameters chosen by the client which could be necessary for decryption (TLS extensions, nonces, etc). In this case, it seems necessary to copy/buffer packets in the VPLMN, waiting for the LI-provisioning from the HPLMN to complete. Further, in order to avoid detection of LI, this provisioning needs to be done also for inbound roamers that are not LI-targets in the VPLMN.   
If instead the procedure of B.1.3 in [1] is used, the AKMA-derived key is used with PSK TLS. In PSK TLS (both version 1.2 and 1.3) it is possible to either derive the TLS master key from the PSK alone, or, combine it with a key generated ephemerally by a Diffie-Hellman exchange. (For TLS 1.2 there is also an option to use an RSA-encapsulated secret value.) Thus, we have similar issues here. Using the PSK alone (without Diffie-Hellman or RSA key transport) might at first seem to address the issue. Unfortunately, the PSK-only cipher suites are not mandatory to implement and for TLS1.2, it is even worse since only Diffie-Hellman cipher suites are allowed (see [3]). In the case of TLS 1.3 there are further issues since

· The client is allowed to send encrypted early data (0-RTT), which start to flows to flow directly after the first message from the client. The encryption of this could even depend on an AKMA-key that was established before LI was activated.
·  Part of the handshake could be encrypted, and this could contain information (e.g. TLS-extensions) which are essential for decryption at the VPLMN.
· There are options for session resumption which uses a nonce from a so-called ticket, combined with a previously established PSK, so necessary keying information is more dispersed. Clearly, this information is always available at the AF, but it could take time to ensure it is present also in the VPLMN. 

4.4
Network architecture issues

It is not clear where (in the VPLMN) to transfer the keys and other parameters. The VPLMN could have flushed storage after parameters where transferred from HPLMN, so HPLMN cannot take for granted that it can omit sending them again, e.g. if a TLS session is resumed. Unless there is a standard, how can it be ensured that the HLPMN sends the appropriate information to the appropriate NF of the VLPMN and how can it be ensured that that NF has proper functionality to handle that information?

As mentioned, buffering of packets might be needed in some location.
5
Conclusion and proposal
The seemingly only reasonable conclusions is that: 

a) Functionality in support of LI is needed in other 3GPP TS:es, besides [4]. This could possibly even include modifying already existing TS:es. 
b) Considering the complexity, it is highly unlikely that a proprietary solution can meet the regulatory LI requirements: many national laws state things such as “information needs to be handed over to law enforcement in a way that makes it easy to process“. Without a standard, it is likely that not enabling AKMA encryption (via roaming SLA:s) will become the norm. 
It is therefore proposed that work on normative, standardized solutions in support of LI is progressed in SA3.

