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Decision/action requested

It is requested to support the proposal to conclude KI#1 in TR 33.738
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Rationale

The Key Issue #1 of TR 33.738 [1] requires:
- 5GS shall support confidentiality, integrity, and replay protection for data and analytics exchange between PLMNs.

- 5GS shall be able to control the amount of exposed data and to abstract or hide internal network aspects based on operator policy, regulatory constraints and/or roaming agreements.

- Based on the sensitivity of the data, 5GS shall provide confidentiality protection while at rest to certain data based on policies.

The solutions presented/evaluated to address the requirements in [1] are:

- Solution #5 “Access control and anonymization for data and analytics exchange in roaming”. Evaluation: The solution proposes a new service in the NWDAF as a central point/proxy for fine-grained authorization and the enforcement of security policies (i.e., “control the amount of exposed data and to abstract or hide internal network aspects based on operator policy, regulatory constraints and/or roaming agreements”). NRF acts as authorization server at service level, i.e., restricting the access to NWDAF services to other entities outside its PLMN only through the new service.  

- Solution #8 “Protection of data and analytics exchange in roaming case”. Evaluation: The solution proposes to extend token-based authorization by adding the requested data type to the access token request and access token. NRF is used as the authorization server to determine whether the requested data is allowed to provide. NWDAF is used as central NF or entry point to collect data. This solution requires that allowed requested data type per NF consumer is configured in the NRF.
- Solution #14 “Protection of data and analytics exchange in roaming case using Secure Multi-party Computation”. Evaluation: The solution fulfill the requirement of KI #1 when NWDAF consumer collects data from multiple PLMNs. This solution requires a new network function and requires the participant operators agree on the secure MPC scheme.

- Solution #21 “Authorization of data and analytics exchange in roaming case”. Not evaluated yet. Summary: The solution proposes that NRF is used as the authorization server to issue the allowed data/analytics list for the PLMN in the token for the NWDAF consumer.  

From architecture viewpoint, SA2 has studied the data and analytics exchange in roaming case in KI#3 of TR 23.700-81 [2], with the following conclusions (excerpts relevant for the security requirements under KI#1 in [1] mentioned above): 

- An NWDAF is used as entry point to exchange analytics in roaming scenario between HPLMN and VPLMN. It authorizes the request according to operator policies and user consent and it filters the information exposed in reply to the request.

- The NWDAF offers new services to be accessed by the peer PLMN. This allows the NRF to be configured in such a manner that only access to those services is authorized from outside the PLMN. The new services will be defined with as much communality as possible to existing services to ease the implementation.

- Exposure of input data for analytics is allowed from VPLMN to HPLMN and vice versa. It may be restricted based on operator policy and user consent.

NOTE 4:
The user consent check procedure and security aspects will align with SA WG3's conclusion during normative work.

According to the conclusions in [2], TS 23.288 V18.0.1 [3] has recently implemented an Analytics Exposure procedure in roaming case in clause 6.1.5. A few excerpts from that clause relevant for the discussion are the following:  

- Based on operator's policy and local regulations (e.g. privacy), analytics may be exchanged between PLMNs (i.e. HPLMN and VPLMN). In this case, an NWDAF is used as entry point to exchange analytics in roaming scenario between HPLMN and VPLMN. It authorizes the request according to operator policies, and filters the information exposed in reply to the request.
- The H-NWDAF or V-NWDAF with roaming entry capability provides the Nnwdaf_RoamingAnalytics and Nnwdaf_RoamingData services for that purpose.
NOTE 1:
The access to the Nnwdaf_AnalyticsSubscription service and the Nnwdaf_AnalyticsInfo service is expected to be restricted by the NRF to NF service consumers within the same PLMN to prevent bypassing checks based on user consent and operator policy
The procedure is further detailed in clauses 6.1.5.2 for the analytics exposure from HPLMN to VPLMN, and 6.1.5.3 for the analytics exposure from VPLMN to HPLMN. 
However, there are still several unresolved aspects in [3] as we can read in editorial notes in clause 6.1.5.1, e.g.:

Editor's note:
Analytics exchange between HPLMN and VPLMN require updates based on feedback from GSMA.

Editor's note:
The user consent check procedure and security aspects will align with SA3 WG's conclusion.

Editor's note:
How to indicate requesting roaming analytics (e.g. using Analytics Filter Information as below) by the analytics consumer is FFS.

Editor's note:
The parameters are FFS and should be aligned with the service definition for roaming analytics.

Observation 1: NWDAF is deemed to be the entry and enforcement point to exchange analytics in roaming scenario between HPLMN and VPLMN, since it authorizes the request and filters the exposed information according to operator policies. 

Observation 2:  TR 33.738 KI#1 requirement specifies ‘…filters the exposed information…’ by stating ‘control the amount of exposed data and to abstract or hide internal network aspects…’. Thus, NWDAF is the network function in charge of controlling the among of exposed data and to abstract of hide internal network aspects. 

Observation 3:  Since the data and analytics exchange will require updates based on feedback from GSMA, how to indicate requesting roaming analytics is FFS, and the parameters in the analytics request or subscription are FFS, we cannot assume that fine-grained authorization for particular data and/or analytics to be exchanged between PLMNs can be configured for all cases as claims in the access token used to restrict the access to services of NWDAF. 
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Detailed proposal

Taking into considerations the architecture constraints concluded in the study and normative work of SA2 about the data and analytics exchange in roaming, the security aspects related to the authorization and filtering of the exposed information are proposed to be concluded as follows:

- The NRF uses token-based authorization to restrict the access to services of NWDAF from outside the own PLMN only to the new service(s) of the NWDAF described in TR 23.700-81 [2], clause 8.3. (already agreed and implemented in [1]. 

- Fine grained authorization at data and analytics level can be realized by indicating the data/analytics to be exchanged in the claims of the access token for the NWDAF consumer, or alternatively configuring the authorization policies in the NWDAF producer. Both mechanisms need to be supported. 

- NWDAF is the network function in charge of controlling the amount of exposed data and to abstract or hide internal network aspects. The mechanisms used to restrict the data and /or anonymization are subject to the implementation.
