3GPP TSG-SA3 Meeting #110Ad-Hoc-e 
S3-231731
Electronic meeting, Online, 17 - 21 April 2023








(revision of S3-yyxxxx)
Source:
Nokia, Nokia Shanghai Bell, Lenovo
Title:
Conclusion of eNA_SEC_Ph3 KI#4
Document for:
Approval

Agenda Item:
5.8
1
Decision/action requested

It is requested to approve the conclusion presented for KI#4.
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Rationale

This contribution presents a preliminary conclusion for the KI#4 on Anomalous NF behaviour detection by NWDAF. 
It is stated in the potential requirements for KI#4 in [1]:

It should be possible for the network to detect anomalous NFs using the data collected from NFs. 

NOTE: 
By this requirement it is only assured that specific data can be collected by and/or reported to an analytics function. Which specific detection mechanism (e.g., AI/ML algorithm) is used is implementation specific and out of the scope in 3GPP.
Solutions #6 and #9 of [1] propose to use specific input parameters (data collected from NFs) to assist NWDAF in the detection of anomalous NF behaviour. 
4
Detailed proposal

************ START OF CHANGES ************

7.X
Conclusion on Key Issue #4 " Anomalous NF behaviour detection by NWDAF "

It is concluded that it is not possible for network functions in 5G SBA to detect unambiguously anomalous NFs using the data collected directly from NFs or through OAM system. However, NWDAF can assist the analytics and detection of the cause for an anomaly in the 5G Core, and for that purpose it is proposed to use the input parameters defined in Solution #6 and Solution #9. 

NWDAF can collect NF related data such as resource utilization, load information and additional security data from different entities in the 5G system, such as OAM, NRF and other NFs to assist in the detection of anomalies.  

NOTE: How the anomalies are finally detected and confirmed, i.e., used algorithms and associated procedures, are left to implementation and operator decision. The performance and accuracy of the anomaly detection relies on the implementation.
************ END OF CHANGES **********
