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1	Decision/action requested
This contribution discusses the potential security threats in ProSe UE-to-UE Relay discovery.
2	References
[1]	TS 33.503: “Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)”
[2]	TS 23.304: “Proximity based Services (ProSe) in the 5G System (5GS)”
3	Rationale
[bookmark: _Hlk71144444]For Restricted 5G ProSe Direct Discovery, the discovery messages for each ProSe discovery service are protected using the security materials provisioned for the ProSe discovery service, where the service is identified by ProSe Restricted code in Restricted 5G ProSe Direct Discovery, or by RSC in UE-to-Network Relay discovery. This prevents unauthorized UEs from decrypting or manipulating the protected discovery messages. For instance, as illustrated in Figure 3-1, when UE B is only authorized to discover ProSe service B but not ProSe service A, it cannot process (e.g., encrypt, decrypt, protect, verify) the discovery message protected using the security materials that corresponds to ProSe service A. 
[image: ]
Figure 3-1: An example of discovery message protection per ProSe service
Observation 1: As per TS 33.503 [1], the ProSe discovery messages for a specific ProSe service are protected using the security materials associated with the ProSe service and can only be processed by the authorized UEs for the ProSe service.
Observation 2: Restricted discovery and U2N relay discovery are different services (i.e., independent services) that do not share the common security materials.
In UE-to-UE (U2U) relay discovery, a discovery message consists of two sets of elements: direct discovery set and U2U discovery set. The direct discovery set contains the information that is constructed and consumed by the source UE and the target UEs, for a ProSe service (i.e., end-to-end). Meanwhile, the U2U discovery set contains the information that is constructed by the U2U relay and consumed either by the source UE or the target UE, and vice versa, for a U2U relay service (i.e., hop-by-hop).  
Observation 3: Discovery messages for U2U relay service contain direct discovery set(s) and U2U discovery set. The direct discovery set contains the information used between the source UE and the target UE for a ProSe service. On the other hand, the U2U discovery set contains the information used between the source UE and the U2U relay or between the target UE and the U2U relay for U2U relay service. 
Based on the above observations, it is evident that, if a U2U relay discovery message is only protected using the security materials associated with a U2U relay service, all UEs that are authorized to use the U2U relay discovery service can process the U2U relay discovery messages regardless of which ProSe discovery service they are authorized to use. In other words, such U2U discovery message protection allows UEs to discover ProSe discovery services that are not authorized to use. When multiple ProSe discovery services use a single U2U relay discovery service, the intended security for the ProSe discovery services is broken. For instance, Figure 3-2 illustrates the following scenario:
· UE A is authorized to ProSe service A and U2U relay service R
· UE B is authorized to ProSe service B and U2U relay service R
· UE A could not discover a target UE directly, so, it decides to use the U2U relay service R for extended direct discovery. Then, UE A sends a U2U relay discovery message containing ProSe service A related content (i.e., content A)
In this case, if the discovery message is protected only using the security materials for U2U relay service R, a UE B that is not authorized to use the ProSe service A can discover the ProSe service A even though the UE B does not have the associated security materials with the ProSe service A. Furthermore, the UE B can create a discovery message associated with the ProSe service A.
Observation 4: if a U2U relay discovery message is protected only using the security materials for U2U relay service, all UEs that are authorized to use the U2U relay discovery service can process the U2U relay discovery messages regardless of which ProSe discovery service they are authorized to use.  
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Figure 3-2: An example of security and privacy threats when a U2U relay discovery message is  protected using a single set of security materials associated with RSC
Based on the above observations, we propose following.
[bookmark: _Hlk131007835]Proposal 1: In U2U relay discovery, the direct discovery set and the U2U discovery set should be separately protected using respective security materials. 
4	Detailed proposal
Based on the above observations, it is proposed that the direct discovery set and the U2U discovery set should be separately protected using respective security materials in U2U relay discovery. 
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