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1	Decision/action requested
It is proposed to endorse the proposal in this document
2	References
[1]		3GPP TR 33.858 Study on security aspects of enhanced support of Non-Public Networks phase 2
3	Rationale
3.1	Background
There are two remaining Editor's notes in the conclusions for trusted non-3GPP access in TR 33.858 [1]:
Editor's note: What solution to use to identify KTNGF in step 13 is FFS. 
Editor’s Note: Further conclusions are FFS.
The first EN is related to the use of anonymous SUCI. The issue of anonymous SUCI is that in the current procedures for trusted N3GPP access in clause 7A.2.1 of TS 33.501 [1], step 13 states:
"the UE shall initiate an IKE_AUTH exchange and shall include the same UE Id (i.e. SUCI or 5G-GUTI) as in the UE Id provided in step 5."
The purpose of the UE Id is to identify the key for the UE, KTNGF. But if the UE used anonymous SUCI in step 5 it is impossible to identify the KTNGF. The solutions have different proposal for solving the problem of identifying the KTNGF. 
Solution#2 requires that the UE has support for generating a SUCI in step 13, although it uses the privacy provided by EAP during primary authentication. 
Other solutions present different ways of creating an alternative identifier for the KTNGF: 
- Solution#3 proposes to use the hash of the key as identifier 
- Solution#5 proposes to use a temporary identifier created by TNGF and sent to UE 
- Solution#6 proposes to use the IP address of the UE 
- Solution# 18 proposes to let the UE generate a random number to use as identifier  
Further, Solution #8 proposes to reuse existing procedures which would not support using anonymous SUCI at all. 
3.2 	Comparison of solutions with new key identifier
Solution #3, #5, #6 and #18 impact the implementation of the UE and TNGF in the sense that they need to use a new type of identifier for KTNGF. 
Solutions #3, #5 and #6 also require that the TNGF can identify that anonymous SUCI is used instead of SUCI or 5G-GUTI and generate/use a new key identifier based on this decision. This can be achieved by a clarification in existing procedures that Anonymous SUCI is also one type of UE id and it is sent not only in the encapsulated Registration Request, but also in the AN parameters. Existing procedures state "The UE shall also include a UE Id in the AN parameters, e.g. a 5G-GUTI if available from a prior registration to the same PLMN.
Solution #3 proposes to use a hash of the key KTNGF as key identifier. More specifically the proposed changes to the procedures are: 
"In step 13, if the construction of SUCI as described in clause 6.12 of TS 33.501 cannot be used, then a new type of identifier is used. The new identifier is proposed to be a hash of the key KTNGF. (potentially using some additional input). It is proposed to send the new identifier using the IDi payload."
The above implies that there is no new parameter in the protocol. Existing payloads can be used to transfer the new type of identity.
 
Solution #5 proposes to use a unique temporary identifier generated by the TNGF. More specifically the proposed changes to the procedures are: 
- In step 9b, when an anonymous identifier has been used in step 5, transfer a unique temporary identifier, allocated by the TNGF, to the UE alongside the TNGF address.
 -	In step 13b, use the unique temporary identifier provided in step 9b as IDi, in case an anonymous identifier was used in step 5.
Step 9b refers to the layer-2 message containing encapsulated NAS SMC and TNGF address. It would mean adding another parameter to the layer-2 message. 
The unique temporary identifier is sent over an unprotected layer-2 connection. (If we compare to other similar procedures e.g., transfer of 5G-GUTI is protected using NAS security.) Transfer of an unprotected identifier means there is a risk that the received identifier does not match the actual key. This would cause potential denial of service. One option would be to send the identifier in step 10b instead of 9b and integrity protect the identifier using a key derived from KTNGF but this would mean some more impacts to the messages.
Solution #6 proposes to use the UE's IP address as identifier of the key KTNGF. However, there is some uncertainties how the IP address is allocated for the UE. In step 12 of clause 7A.2.1 of 33.501 states:
” 12.	The UE receives IP configuration from the TNAN, e.g. with DHCP.”
In the corresponding figures (Figure 4.12a.2.2-1 in TS 23.502 [7] and Figure 7A.2.1-1 in TS 33.501 [4]) both specifications show an arrow between the UE and TNAP which says “Local IP configuration”. Thus, it is the TNAP that allocates the UE’s IP address. Further, the requirements for the interface between TNAP and TNGF called Ta are defined in clause 4.2.8.3.2 of 23.501[6]. That clause states that the entity providing the local IP address is part of TNAN and out of scope of 3GPP.  
Hence, depending on the deployment, it may or may not be the TNGF that allocates the IP address of the UE. It may also be some other part of the TNAN, especially the TNAP. Since Solution#6 relies on that the TNGF allocates the UE’s IP address, it means that Solution#6 does not seem to work in all deployments. 
Solution #18 proposes to use an identifier generated by the UE which is transferred to the TNGF as part of the AN parameters part in step 5 and then reusing the same identifier instep 13. Letting the UE define its own identity introduces a risk that multiple UEs may define the same identifier (intentionally or unintentionally) causing a collision of identifiers. 
Based on the above analysis, it is proposed to select Solution#3 as basis for normative work with respect to the aspects of anonymous SUCI. 
The second Editor's note related to further conclusions can be removed since all aspects of the trusted access are concluded:
- Support for all key generating EAP-methods (Solution #2 selected)
- Support for onboarding (Solution #2 selected)
- Support for usage of anonymous SUCI (Solution #3 selected) 

4	Detailed proposal
It is proposed to endorse the use of Solution#3 as basis for normative work with respect to the aspect of anonymous SUCI, i.e., to use a hash of the key KTNGF as identifier of the key KTNGF. 
It is further proposed to remove the second Editor's note, since all aspects of trusted N3GPP access are covered by conclusions. 
