3GPP TSG-SA3 Meeting #109AdHoc-e 
S3-230370
Electronic meeting, 16 - 20 January 2023
Source:
Xiaomi
Title:
33.896: Evaluation for Solution #1
Document for:
Approval

Agenda Item:
5.22
1
Decision/action requested

SA3 is kindly asked to approve the proposed evaluation for solution #1 in TR 33.896.
2
References

[1]
TR 33.896 v0.4.1

Study of Security Aspects on User Consent for 3GPP Services Phase 2
3
Rationale

This pCR proposes to add the evaluation for solution #1 in TR 33.896 [1].
4
Detailed proposal

*************** Start of the 1st Change ****************

2
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*************** Start of the 2nd Change ****************

6.1
Solution #1: User consent obtained by the NTN-RAN in non-mobility use case

6.1.1
Introduction

This solution addresses the Key Issue #2 on NTN specific user consent. Specifically, it addresses the first requirement in KI#2.

In NTN use case, the network function requiring user consent is the NTN-RAN, which needs to obtain user consent for configuring the UE to report its GNSS-based information and processing the UE location information. By referring to TS 33.501 [3] Annex V, the NTN-RAN is the enforcement point for user consent which shall not perform the related operation unless user consent is granted. 

According to TS 33.501 [3] Annex V.2, the parameters indicating user consent preference are stored in the UDM as subscription data, which can be retrieved via UDM service for network function to check whether user consent is granted for the requested operation or not. Specifically for NTN use case, it is proposed that user consent preference for a UE can be stored in a UE NTN privacy profile as part of UE subscription data in the UDM/UDR. The user consent preference within the UE NTN privacy profile can be used to indicate whether the configuration on the UE performed by the NTN-RAN is allowed or disallowed. 
6.1.2
Solution details

Given that the use of user consent information at the NTN-RAN in NTN could allow its enforcement at the earliest RAN convenience as indicated by RAN WG3, it is proposed that the user consent information shall be provisioned by the UDM at the earliest possibility to the AMF, i.e. during Registration procedure, which could be “initial registration”, “periodic registration update” or “mobility registration update” procedure, etc. The AMF can store the received user consent preference in the UE context, which further provisions the user consent preference to the NTN-RAN.
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Figure 6.1.2-1: NTN Specific User Consent in Non-mobility Case

1.
The UE sends the Registration Request to the NTN-RAN (gNB or NTN-GW) including its SUCI or 5G-GUTI.

2.
The NTN-RAN selects an AMF for the UE and sends to the AMF a N2 message (e.g. Initial UE Message) containing N2 parameters in addition to the Registration Request. The N2 message also includes a UE Context Request indicating that the user consent preference on UE location information for NTN access is needed or to be updated. 

3.
Based on the N2 message from the NTN-RAN, the AMF determines that the RAT type is NTN access. If the received N2 message contains a UE Context Request requesting the user consent preference, the AMF checks whether its stored UE context already contains the user consent preference of the UE for NTN access by checking against the SUCI or 5G-GUTI. If the user consent preference of the UE is not available in the UE context or the validity timer for user consent preference has expired, the AMF proceeds to step 4. Otherwise, the AMF proceeds to step 8.

4.
The AMF sends a Nudm_SDM_Get request to the UDM for retrieving the user consent preference on UE location information for NTN access from the UE’s subscription data.

5.
After receiving the Nudm_SDM_Get request, the UDM checks with the UDR for the user consent preference on location information for NTN access, probably within the NTN privacy profile of the UE’s subscription data, against the SUPI of the UE. 

6.
The UDM sends a Nudm_SDM_Get response to the AMF containing the user consent preference on UE location information for NTN access.

7.
After receiving the Nudm_SDM_Get response, the AMF stores the user consent preference in the UE context, or replaces its stored user consent preference with the one received from the UDM. The AMF forwards the user consent preference to the NTN-RAN.

8.
The AMF sends a N2 message (e.g. Initial Context Setup Request) to the NTN-RAN, which includes user consent result or user consent preference for NTN access in addition to the Registration Accept.

9.
After receiving the N2 message, the NTN-RAN stores the user consent result or user consent preference in its UE context. Based on the received user consent result/preference, the NTN-RAN determines how to enforce the user consent , either using RRCReconfiguration messagein (in step #10) or using UEInformationRequest message (in step #14).

10.
The NTN-RAN sends the RRCReconfiguration message to the UE. If the user consent is granted for location reporting and the NTN-RAN decides to request UE location using RRCReconfiguration message, the RRCReconfiguration message also contains location configuration info (e.g. via includeCommonLocationInfo in the reportConfig); if the use consent is not granted for location reporting, the NTN-RAN does not send such configuration.

11.
The UE sends the RRCReconfigurationComplete message to the NTN-RAN.

12.
The NTN-RAN sends a N2 message (e.g. Initial Context Setup Response) to the AMF.

13.
The UE sends the Registration Complete message to the NTN-RAN.
14.
If the user consent is granted for location reporting and the NTN-RAN decides to request UE location using UEInformationRequest message, the NTN-RAN contains coarseLocationRequest in the UEInformationRequest message sent to the UE.
15.
The UE returns coarseLocationInfo in the UEInformationResponse message sent to the NTN-RAN.

NOTE:
The granularity of user consent preference could be detailed in the UE privacy profile for NTN in the UE subscription.

6.1.x
Evaluation

This solution addresses the key issue #2 on user consent for NTN. 
The solution takes TS 33.501 [3] Annex V.2 as the basis by storing the NTN specific user consent parameters as part of UE subscription data in the UDM/UDR, which are retrieved via UDM service by the core network function. The core network function needs to forward the retrieved parameters to the NTN-RAN, which enforces user consent based on the parameters. 
The solution has no impact on the UDM/UDR and minimum impact on the AMF. The main impact is on the enforcement point NTN-RAN, which should be able to understand NTN specific user consent parameters received from the AMF. The mechanisms for the NTN-RAN to enforce user consent have been defined in TS 38.331 [x].  
*************** End of the Changes ****************
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