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1
Decision/action requested

Approve the pCR to TR 33.882.
2
References

[1]
3GPP TR 33.882: "Study on personal IoT networks security aspects".

3
Rationale

This solution describes a way for network triggering the authentication and authorization for a PINE based on EAP framework over 5G CP. 

4
Detailed proposal

**** Start of Change ****
6.7
Solution #6: Authorization on AF manipulating PIN

6.7.1
Introduction

This solution addresses the KI#2 "Authorization of PIN capabilities".

6.7.2
Solution details

When the AF requests 5GC to setup resources for a PIN via NEF, the NEF shall assign a randomized unique ID to the AF, which could be the PIN Session ID, and associates the ID with the AF. 

When the AF requests to query, update, or delete the information related to the PIN, the AF shall provide the NEF assigned ID to the NEF, and the NEF shall authorize whether the ID is associated with the AF.

The NEF may change the ID and provide the updated ID to the AF when the AF interacts with the NEF.

This randomized unique ID is working like a token, which is sent only to the AF which is authorized to manipulate the PIN.

6.7.3
Evaluation

The NEF shall support to return randomized unique ID to AF, and authorize the AF requests based on the unique ID. 

****End of Change****
