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1	Overall description
SA3 would like to thank SA2 for their LSs on “Progress and open issues for NPN enhancements in Rel-18” and “Questions for SUCI protection requirements for non-3GPP (WLAN) access to SNPN”.

The use of same credentials for access to SNPN with NG-RAN and to WLAN Access Network as proposed in Solution #16 is possible as follows:

· Case a): SUPI (Identifier) privacy is NOT provided over WLAN, i.e., the EAP method used over WLAN does not support SUPI/identifier privacy (e.g., EAP-TLS without subscriber privacy, EAP-AKA’, EAP-AKA). In this case, null scheme can be used for accessing SNPN with NG-RAN as there is no SUPI privacy provided over WLAN.

· Case b): SUPI (Identifier) privacy is provided over WLAN using an EAP method that supports SUPI (Identifier) privacy (e.g., EAP-TLS with subscriber privacy, 5G EAP-AKA’). In this case, when accessing SNPN with NG-RAN, the SUCI protection mechanisms already specified for SNPN in TS 33.501 can be reused as the UDM and the AAA are involved for UE authentication. More specifically, the SUPI privacy can be achieved for this case by either reusing one of the existing schemes specified in clause 6.12 of TS 33.501 or by sending anonymous SUCI in the registration message (as described in step 2 of clause I.2.2.2.2 of TS 33.501).

Both case a) and b) are feasible methods. However, SA3 recommends that SNPN operators use a method which protects the identity both over the N1 interface and the WLAN interface, e.g., EAP-TLS with subscriber privacy.

SA3 would also like to point out the existing recommendation in step 5 of Annex I.2.2.2.2 of TS 33.501 about reusing same credentials for authentication in 5G SNPN and non-5G network (quoted below for SA2 information):

 “When a Credentials Holder using AAA Server is used for primary authentication, the AUSF uses the MSK to derive KAUSF. It is strongly recommended that the same credentials that are used for authentication between UE and the 5G SNPN are not used for the authentication between the UE and a non-5G network, assuming that 5G SNPN and non-5G network are in different security domains.
NOTE 2: 	MSKs obtained from the non-5G network could be used to impersonate the 5G SNPN towards the UE.”


2	Actions
To SA2: 
ACTION: SA3 kindly ask SA2 to take the above information into account.
3	Dates of next TSG SA WG 3 meetings
SA3#109Bis-e	16 - 20 January 2023	electronic meeting
SA3#110	20 -24 February 2023	Athens, Greece
